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About this guide

This guide explains how to install, set up and use the Universal Marketplace Connector (UCON). It is
written for three groups of readers:

Business Central administrator or = Chapters 1 to 5: what the product does, licensing, installation,

partner consultant Business Central setup and connecting each marketplace.

Order-desk operator Chapter 6 (daily operations) and chapter 7 (troubleshooting).
Chapter 9 explains every status you will see.

IT administrator Section 3.3 (installing the connector service), chapter 7
(monitoring, backup and upgrade) and chapter 8 (security and
data).

Names of buttons, fields and pages are shown in bold, exactly as they appear on screen. Values you
type and file paths are shown in this font.

The screenshots of the web console use sample data. Business Central pages are described with
tables of their fields and actions.
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1. Introduction

1.1 What the connector does

The Universal Marketplace Connector links Business Central to the online marketplaces you sell on.
Marketplace orders arrive in Business Central without retyping and become normal sales orders.
Your warehouse ships and invoices them as usual, and the connector sends the status, the tracking
number and the posted invoice back to the marketplace. In the other direction it publishes your
items as offers and keeps stock and prices up to date.

Marketplace = Business Orders (buyer, company VAT ID, billing and delivery address, lines,

Central discounts, shipping fee, payment method) and returns.
Business Central = Offers (products), stock, prices, order status (acknowledged, shipped,
Marketplace cancelled), AWB and tracking numbers, shipping labels where the

marketplace issues them, and posted invoice PDFs.

Everything the connector does is visible in a web console: an order inbox with errors and retries,
holds, SKU remapping, the job schedule, and a full log of every call made to Business Central and the
marketplaces.

1.2 Supported marketplaces

Marketplace Countries and notes

eMAG and Fashion Days eMAG Romania, Bulgaria and Hungary; Fashion Days Romania and

Bulgaria.
Altex Altex Marketplace, Romania.
Amazon Amazon Selling Partner API, regions Europe, North America and Far

East. Merchant-fulfilled orders (Amazon-fulfilled orders optional).

ManoMano France, Spain, Italy, Germany, United Kingdom. One account per
seller contract.

Mirakl-powered Any retailer marketplace that runs on Mirakl. One account per
marketplaces operator and shop.
Allegro allegro.pl, allegro.cz, allegro.sk and allegro.hu. Sellers connect by

signing in to Allegro.

Octopia (Cdiscount) Cdiscount and the other sales channels Octopia operates. One
account per Octopia seller id.

METRO Markets The METRO / MAKRO B2B marketplace in Germany, Spain, Italy,
Portugal, the Netherlands, France and Croatia. One account per
destination market.

Trendyol Turkey and the international storefronts Romania, Germany, Greece,
Slovakia, Czechia, Bulgaria, Saudi Arabia, United Arab Emirates and
Kuwait. One account per storefront.
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You can connect several accounts of the same marketplace (for example eMAG Romania and eMAG
Bulgaria), and any mix of marketplaces. Chapter 5 lists what each marketplace supports.

1.3 How it works

The solution has three parts (Figure 1):

¢ The Business Central extension "Universal Marketplace Connector", installed from
Microsoft AppSource. It adds the Marketplace Orders and Marketplace Returns lists, a
setup page, marketplace fields on items and sales orders, and the programming interface
the connector service uses. It contains no marketplace-specific logic.
¢ The connector service, which you run on your own Windows or Linux server or in a Docker
container. It talks to the marketplaces and to Business Central on a schedule, stores every
order in its own database, and keeps your marketplace credentials encrypted on your server.
If you prefer not to run a server, 365vanguard can host the service for you (see section 3.3).
e The web console, served by the connector service. Operators open it in a browser to follow
orders, fix errors and change settings.
4 ™
Marketplaces Connector service Business Central
Seller APls over HTTPS Your Windows or Linux server, or a container Online or on-premises, v28+
eMAG & Fashion Days Web console (browser, port 5080): dashboard, Universal Marketplace
orders, returns, products, listings, marketplaces, Connector extension:
jobs, logs, settings Marketplace Orders and
Altex orders, returns, Returns, setup, item and sales
orders, returns — Scheduler: back dion ool AWB mers — order fields
cheduler: background Jobs per marketplace
Amazon (:) account (pull ordgrs, puslh to gC, stock, grices, . «—
« offers, stock, invoices, returns) + ltems, stock, License Manager:
ManoMano prices, tracking, prices, order subscription check
Invoices status,
One adapter per marketplace: sign-in, rate invoice PDFs
Mirakl-powered marketplaces limits, retries Your sales orders, shipments,
invoi_ces. return orders and
Allegro - Octopia (Cdiscount) Local database (SQLite or PostgreSQL): credit memos: posted as usual
orders, listings, logs, encrypted credentials
METRO Markets - Trendyol
Files: invoice PDFs, shipping labels, log files

A vy

Figure 1. How the parts work together

The life of an order, with all automation switched on:

1.

The connector pulls the new order from the marketplace and, where the marketplace
requires it, acknowledges it.

It creates a Marketplace Order record in Business Central and turns it into a sales order
(released, if you choose).

Your warehouse picks, ships and posts the shipment in Business Central. The connector
registers the AWB or tracking number on the marketplace.

You post the sales invoice. The connector takes the invoice PDF from Business Central and
uploads it to the marketplace order.

If the buyer returns goods, the return arrives as a Marketplace Return and becomes a sales
return order, copied from the posted invoice.

Operators only step in when something needs attention, for example an unknown SKU or a posting
setup error in Business Central.
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S T

Business Central

License Manager

Business Central access for
the service

Server for the connector
service

Network

Marketplace accounts

Browser

Version 28.0 (2026 release wave 1) or later, online (SaaS). On-
premises is supported by the design but not yet verified on a
customer server; contact 365vanguard before planning an on-
premises installation.

The free License Manager app from Vanguard 360 Solutions.
AppSource installs it automatically with the connector.

Online: a Microsoft Entra app registration. On-premises: a Business
Central user with a web service access key, a Windows domain
account, or Entra. The account needs the permission set V36 UCON
ALL plus a standard set that allows creating and posting sales
documents, such as D365 BUS FULL ACCESS.

Not needed when 365vanguard hosts the service for you (section
3.3). Otherwise: Windows Server 2016 or later / Windows 10 or later
(x64); or Linux x64 with systemd (Debian 12, Ubuntu 22.04 or later,
RHEL 9 or later); or Docker Engine 24 or later. 2 vCPU, 2 GB RAM, 5
GB disk. No .NET runtime is needed.

Outbound HTTPS from the server to Business Central and to the
marketplace APIs. Inbound TCP 5080 from the operators' browsers.
Internet access to the invoice links only when you use eMAG /
Fashion Days, or Trendyol with invoice links (section 5.12).

A seller account with APl access for each marketplace. Chapter 5
explains what to obtain.

A current version of Microsoft Edge, Google Chrome, Mozilla Firefox
or Safari for the web console.
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2. Licensing

2.1 License Manager

The connector is licensed per Microsoft Entra tenant: one subscription covers all production and
sandbox environments of your tenant. On-premises installations are identified by their Business
Central licence. Licences are not transferable or resellable.

Licensing is handled by License Manager, a free app from Vanguard 360 Solutions that is installed
together with the connector. License Manager checks in with the 365vanguard licence service once a
day and keeps a signed licence in Business Central. You do not enter any licence key.

2.2 The Licenses page

In Business Central, search for Licenses to open the 365vanguard Licenses page. It shows one line
per 365vanguard app:

T T

App Name, Product Code, ' The app, its product code (UCON for this connector) and your plan.
Plan Code

Status Active, Grace, Restricted or Revoked (see below).

Reason Why the status applies, for example Trial, Expired, Not verified,
License service unreachable, Suspended.

End Date, Days Left When the current licence or trial ends.
Last Check The last successful check-in.
Message A message from 365vanguard, for example about renewal.

Actions on the page:

Check now Contact the licence service immediately, for example right after you

have renewed.

Import offline token Import a licence file (.v36token) that 365vanguard sent you, for
environments that cannot reach the licence service.

Check daily with job Create a job queue entry for the daily check. Useful on-premises
queue when nobody signs in for days.
Copy tenant ID Show the tenant ID to send to 365vanguard, for example when you

need an offline token.

Allow HTTP requests Open the extension settings of License Manager to turn on Allow
HttpClient Requests. Sandboxes have it turned off by default.

Check log See the results of recent checks.
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2.3 Trial, start period and notifications

e When the connector is first used in a tenant, License Manager registers the environment and
a trial starts automatically. The Licenses page shows the days left.

e If License Manager cannot reach the licence service yet (for example because outbound
HTTP is blocked), the connector still works during a start period of 14 days online or 30 days
on-premises.

e When a licence ends or cannot be renewed, a grace period follows in which everything
keeps working.

¢ The Universal Marketplace Connector Setup, Marketplace Orders and Marketplace Returns
pages show a notification during a trial, during grace, and when the connector is not
licensed. Notifications have an Open Licenses link.

To buy or renew a subscription, contact your 365vanguard partner or 365vanguard. Once the
subscription is active, choose Check now on the Licenses page.

2.4 What happens when the connector is not licensed

e The connector service can no longer use the connector's Business Central interface. The
connection test, the product sync and pushing orders fail, and the error message on the
order or in the job run says that Universal Marketplace Connector is not licensed (or that its
licence could not be verified), followed by the message from 365vanguard.

e The Create Sales Order and Create Return Order actions in Business Central stop with the
same message.

e Your data stays readable. Standard Business Central is never affected: you can always open,
release, ship and post your own sales orders, invoices and return orders.

Shipments and invoices you post while the connector is not licensed are still recorded on the
Marketplace Order in Business Central. The connector only moves its sync position forward after
a successful read, so once the subscription is active again it reports them to the marketplace on
its next run.
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3. Installation

Install in this order: the Business Central extension (3.1), then prepare Business Central access for
the service (3.2), then install the connector service (3.3), and finally run the setup wizard (3.4).

3.1 Install the Business Central extension

Business Central online

1. In Business Central open Extension Marketplace (or go to Microsoft AppSource) and search
for Universal Marketplace Connector.

Choose Get it now and select the environment. Accept the terms.

Wait until Extension Management shows both Universal Marketplace Connector and
License Manager as installed.

4. Open Licenses to check the licence status (chapter 2).

Business Central on-premises

Not yet verified. The steps below follow the standard Business Central procedure, but the connector
has not yet been tested on an on-premises server. Contact 365vanguard before you plan an on-
premises installation.

Get the signed .app files of License Manager and Universal Marketplace Connector from
365vanguard. In the Business Central Administration Shell, as administrator, publish, synchronise
and install License Manager first, then the connector (replace BC280 with your server instance):

$lm ="C:\deploy\Vanguard 360 Solutions_License Manager.app"
$ucon = "C:\deploy\Vanguard 360 Solutions_Universal Marketplace Connector.app"”
foreach ($app in @($lm, $ucon)) {
$info = Get-NAVAppInfo -Path $app
Publish-NAVApp -ServerInstance BC280 -Path $app
Sync-NAVApp -ServerInstance BC280 -Name $info.Name -Version $info.Version
Install-NAVApp -ServerInstance BC280 -Name $info.Name -Version $info.Version

}

Both apps are code-signed. On a multi-tenant server add -Tenant <id>.

3.2 Prepare Business Central access for the service

The connector service signs in to Business Central with its own identity. Choose the option that
matches your deployment.

Business Central online: Entra app registration

The service signs in as an application, so it does not use a user licence.

1. Signin to the Azure portal (portal.azure.com) with an account of the tenant that owns your
Business Central environment. If your account has access to several directories, check the
directory shown at the top right and switch with Settings — Directories + subscriptions first.
An app registered in another tenant fails later with *AADSTS700016: Application ... was not
found in the directory*.

2. Open Microsoft Entra ID = App registrations = New registration. Name it, for example,
UCON Marketplace Connector. Supported account types: Accounts in this organizational
directory only. Leave the redirect URI empty and choose Register.

3. On the Overview page note the Application (client) ID and the Directory (tenant) ID.
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4. Open Certificates & secrets = New client secret. Choose an expiry (for example 24 months)
and put the expiry date in your calendar. Copy the secret Value now; it is shown only once.

5. Open API permissions = Add a permission = Dynamics 365 Business Central =
Application permissions, select API.ReadWrite.All and Automation.ReadWrite.All, and
add them.

6. Still on API permissions, choose Grant admin consent for <your organization>. The status
column must show Granted for both permissions. Do it here, in the Azure portal: the Grant
Consent action on the Business Central page in the next step needs a redirect URI on the app
and otherwise fails with *AADSTS500113: No reply address is registered for the application*.
(If you prefer that button, first add the redirect URI
https://businesscentral.dynamics.com/OAuthLanding.htm under Authentication - Add a
platform = Web.)

7. In Business Central search for Microsoft Entra Applications and choose New. Paste the
client ID, enter a description and set State to Enabled.

8. On the User Permission Sets FastTab add V36 UCON ALL and D365 BUS FULL ACCESS (or an
equivalent set that allows creating and posting sales documents, items and customers).
Leave Company empty for all companies, or select the company you will connect.

The setup wizard will ask for: the tenant ID, the environment name exactly as shown in the Business
Central admin center (for example Production, or the name of a sandbox such as TEST), the client
ID and the client secret. A wrong environment name fails with *Environment does not exist
[NoEnvironment]*.

Business Central on-premises
Enable the API on the service instance (Business Central Administration Shell):

Set-NAVServerConfiguration BC280 -KeyName ODataServicesEnabled -KeyValue true
Set-NAVServerConfiguration BC280 -KeyName ApiServicesEnabled -KeyValue true
Set-NAVServerConfiguration BC280 -KeyName ODataServicesSSLEnabled -KeyValue true
Restart-NAVServerInstance BC280

From the connector server, https://<host>:7048/BC280/api/v2.0/companies must answer (an
"unauthorized" answer is fine; a timeout or refused connection is not). Then choose the sign-in
method that matches your server's credential type:

Server credential type Choose in the wizard What you need

NavUserPassword Basic (web service A Business Central user. On the user card
access key) generate a Web Service Access Key (no expiry
or a long one). The key, not the password, is
what you enter. Assign V36 UCON ALL and D365
BUS FULL ACCESS.

Windows Windows (NTLM) A domain account that is a Business Central
user with the same permission sets. Enter the
domain, user name and password separately.

Microsoft Entra OAuth2 (client An Entra app registration as for online, plus the
(AccessControlService = credentials) on-premises base URL.

)

The base URL has the form https://<host>:<port>/<ServerInstance>, for example
https://bc.contoso.local:7048/BC280, without a trailing slash.
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Certificates: the connector checks the server certificate like a browser. Use a certificate from a
public or internal certificate authority that the connector server trusts. Allow untrusted
certificate exists for test systems with self-signed certificates only; do not use it in production.

3.3 Install the connector service

Hosted by 365vanguard

If you prefer not to run a server, 365vanguard can host the connector service for you in an EU data
centre, with a dedicated instance for your company, its own HTTPS address, a fixed outbound IP
address for the marketplaces that require one (eMAG), monitoring, nightly backups and updates
included. You then skip the rest of this section: 365vanguard gives you the console address and you
continue with the setup wizard (section 3.4). Hosting is offered with Business Central online; contact
365vanguard for pricing.

Self-hosted
Install the service on one server per Business Central company. All three options end at the same

setup wizard. 365vanguard provides the installer, the Linux package and the Docker image for your
version.

Windows

1. Run UniversalConnector-<version>-win-x64-setup.exe as administrator.

2. Choose the destination folder (default C:\Program Files\UniversalConnector), whether to
add a firewall rule (tick it if operators work from other computers), and the port (default
5080).

3. Setup installs the Windows service Universal Marketplace Connector, which starts
automatically and restarts itself after a failure. Data is kept in C:
\ProgramData\UniversalConnector.

4. At the end the browser opens http://localhost:5080/setup.

Check: in Services the service Universal Marketplace Connector is running, and
http://localhost:5080/api/system/health answers {"status":"ok"}.

Linux (systemd)

sudo apt-get install -y libssl3 zlib1g curl # RHEL: openssl-libs zlib curl
sudo ./install.sh UniversalConnector-<version>-linux-x64.tar.gz
# other port: sudo ./install.sh --port 8080 <package>

The script creates the system user universalconnector, installs to /opt/universalconnector, keeps
data in /var/lib/universalconnector, starts the service universalconnector and prints the setup
address. Open the port in the firewall (for example sudo ufw allow 5080/tcp). Useful commands:

systemctl status universalconnector
journalctl -u universalconnector -f
sudo systemctl edit universalconnector # add Environment=UCON_... settings, then restart

To uninstall run sudo ./uninstall.sh (it asks before deleting data; --purge deletes the data and the
user).

Docker

docker run -d --name ucon --restart unless-stopped \
-p 5080:5080 -v ucon-data:/data -e TZ=Europe/Bucharest \
universalconnector:<version>
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The container runs as a non-root user, keeps everything in the /data volume and has a built-in health
check. With Docker Compose, put your settings in the .env file next to the compose file.

Configuration settings

Settings are read from appsettings.Production.json next to the program (Windows) and from
environment variables starting with UCON_ (two underscores separate sections). Restart the service
after a change.

m Environment variable Default and use

Data folder UCON_DataDir Windows C:
\ProgramData\UniversalConnector,
Linux /var/lib/universalconnector,
Docker /data. Holds the database, the
encryption keys, logs, invoices and labels.

Listen address UCON_Urls http://0.0.0.0:5080.

Database UCON_Database__Provider, Sqlite (default, a file in the data folder)
UCON_Database__ConnectionS  or Postgres with a connection string.
tring

Public base URL UCON_PublicBaseUrl Also editable under Settings = General.

Needed for eMAG invoices (section 5.12).

Allegro application ~ UCON_Marketplaces__Allegro_ = Needed only for Allegro (section 5.6).
keys _Clientld, ...__ClientSecret

(sandbox: SandboxClientld,

SandboxClientSecret)

3.4 First-run setup wizard

Open http://<server>:5080/setup in a browser. The wizard is available until setup is complete;
afterwards the same settings are under Settings and Marketplaces.

Step 1: Administrator

This account is for signing in to the connector's web console only. Its e-mail and password have
nothing to do with Business Central or the marketplaces; choose any address you use for
administration. Enter an Instance name (shown in the top bar, for example your company name)
and the first administrator's Display name, E-mail and Password (at least 8 characters). Choose
Create account and continue; you are signed in straight away.
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U UCON T EN 0

Universal Marketplace Connecto:

First-run setup

-(1)\ Administrator 2  Business Central 3  Marketplace 4  Sync schedule 5  Finish

Welcome to UCON
This wizard connects your Business Central company to your marketplace accounts in a few steps. You can
change everything later in Settings.
Instance name *

Contoso Trading
Shown in the top bar, e.g. your company name.
Administrator account

Display name * E-mail *

Ana Admin admin@contoso.example

Password "

5 “

At least 8 characters. You will use this to sign in

B+ Create account and continue

Version 1.0.0

Figure 2. Setup wizard, step 1: administrator

Step 2: Business Central

1.
2.

Choose Business Central online (SaaS) or On-premises.

Online: enter Tenant id, Environment, Client id (application id) and Client secret. On-
premises: enter the Base URL, choose the Authentication and enter the user name and web
service access key (or domain, user name and password); tick Allow untrusted certificate
only on test systems.

Choose Test connection. A successful test lists the companies (this proves the sign-in works)
and confirms UCON extension installed with its version (this proves the extension is
installed and licensed). If the company is not chosen yet, the message lists the companies of
the environment, for example *company '(none)' was not found. Available: CRONUS, My
Company*.

Select the Company and, optionally, a Default location code used for availability and sales
orders.

Choose Save connection, then Next.

Page 14 of 60



365vanguard - Universal Marketplace Connector

Business Central connection

Choose how the connector reaches Business Central and test the connection. The UCON extension must be
installed in the target company.

Deployment
(5 Business Central online (SaaS} g On-premises
Entra ID app registration with client credentials. Your own BC server reached by URL.
Tenant id* Environment *

00000000-1111-2222-3333-444444444444 Production

Entra ID tenant id (GUID) or domain. The environment name e;

Production

ctly as in the Busin admin center, e.g.

Client id (application id)* Client secret

aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee

g’ Test connection Tests the values above without saving them.

(@ Connection successful
Connected to CRONUS Romania SRL. UCON extension 1.0.3.

BC version 28.0.0.0

(® UCON extension installed
Extension version 1.0.3

Company Default location code

~ [ MAIN ]

Used for availability and sales order lines. Optional

CRONUS Romania SRL

Figure 3. Setup wizard, step 2: a successful Business Central connection test

Step 3: Marketplace

Choose a marketplace provider. Each card shows what the marketplace supports and links to its
documentation. Then fill in the account form: a display name, the marketplace settings and
credentials (chapter 5), and the Business Central defaults (section 4.5). Choose Test connection and
then Save account. Saving creates the background jobs for that account. Choose Add another
account to connect more, or Skip for now to add accounts later under Marketplaces.

V] UCON

X EN
Universal Marketplace Connector

First-run setup

’ Administrator ——— ° Business Central

@Marketplace 4  Sync schedule 5  Finish

Choose a marketplace provider

Connect your first seller account. You can add more accounts later from the Marketplaces page.

eMAG / Fashion Days Altex Marketplace Amazon (SP-API)
ﬂ Marketplace Altex Amazon
eMAG

Altex Marketplace (marketplace.altex.ro) Amazon Selling Partner API: merchant-

eMAG Romania, Bulgaria, Hungary and

Fashion Days RO/BG through the

Marketplace APIv4.5 (/api-3). Orders, offers,

stock, prices, AWBs, invoices and returns.
Orders  Acknowledge Offers Stock

Prices AWB labels Invoices Retums

Provider documentation

ManoMano
MancMano

ManoMano, the European DIY, home and

garden marketplace (FR, ES, IT, DE, GB), via

the Partners API: orders, offers, stock, prices,

shipping tracking and invoice documents.
Orders  Acknowledge Offers Stock

Pricas  External AWB  Invoices

Provider documentation 7

REST APl v2.0: orders, offers, stock, prices,
AWBs, invoices and returns.

Orders  Acknowledge Offers Stock
Prices AWE labels Extenal AWB  Invoices

Retums

Provider documentation

n Mirakl marketplaces
Mirakl

Any marketplace running on Mirakl {for
example operator retail marketplaces in the
EU). One account per operator and shop.
Orders  Acknowledge Offers Stock

Prices External AWB Invoices  Retums

Provider documentation

fulfilled orders, shipment confirmation, stock
and price updates via Listings ltems and
Feeds, VAT invoice upload.

Orders Offers Stock Prices  External AWB

Invoices

Provider documentation &3

Allegro
Allegro

Allegro marketplaces in Poland (allegro.pl),
Czech Republic (allegro.cz), Slovakia
(allegre.sk) and Hungary (allegro.hu). Sellers
connect by logging in to Allegro; no APl keys
to paste.

Orders  Acknowledge Offers Stock
Prices External AWB  Inwoices  Returns

Brncidne Anmimantntian =1

Figure 4. Setup wizard, step 3: choose the marketplace
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Connection
eMAG / Fashion Days Marketplace

Display name *
eMAG RO
e.g. eMAG RO main
Settings
Platform *
eMAG Romania (marketplace-api.emag.ro) ~

Which marketplace this account belongs to. Fashion Days uses the same API,

Default courier account id

Courier account (from Couriers) used when issuing AWBs. Leave empty to let
eMAG pick the default.

Default handling time (days) "
o]

0 = shipped the same day.

Min price factor *
o7

min_sale_price = price x factor when the listing has no minimum (eMAG requires
iton the first

Currency

RON

RON for RO FUR for RG.HLUF for HU Onlv ovarride if eMAG confiaured 2

365vanguard - Universal Marketplace Connector

«* Test connection

Warehouse id *
1

eMAG warehouse id used for stock and handling time. 1 unless eMAG configured
several warehouses for you.

Sender address id

c )

Seller pickup address id (from /addresses/read) used as AWB sender.

Default VAT %*
19

Applied to order lines when eMAG does not report the VAT rate and to the
shipping tax.

Max price factor *
15

max_sale_price = price x factor when the listing has no maximum.

Order types*

Fulfilled by seller only (type 3) v

Whieh ordars to null

Figure 5. Account form: connection settings (example values)

Step 4: Sync schedule

Review the background jobs and their intervals (section 6.12). The defaults follow each

marketplace's recommended polling limits. If you are migrating an existing catalogue, consider
switching off Push stock and Push prices until your listings are mapped.

V] UCON

Universal Marketplace Connector

First-run setup

° Administrator ——— ° Business Central

Sync schedule

° Marketplace @ Sync 5  Finish

These background jobs keep the connector, Business Central and your marketplaces in sync. Defaults follow each marketplace's
recommended polling intervals; you can change them at any time on the Jobs page.

Job

m
g
B
&
@
a

Pull products from BC &)
Global

Pull orders ©
eMAG RO

Push orders to BC ()
eMAG RO

Pull products from BC (&)
eMAG RO

Push stock @
eMAG RO

Push prices ©

eMAG RO

Pull BC order status ©
eMAG RO

Push invoices ©
eMAG RO

Pull returns &
eMAG

6006080080888

Refresh reference data @

Interval (s} Next run
900 15 min —
120 2min in2 min
60 Tmin now
900 15 min in 15 min
300 5 min In5 min
900 15 min In 15 min
300 5min in5 min
600 10 min in 10 min
900 15 min In 15 min
86400 24n In 24 hr

Figure 6. Setup wizard, step 4: sync schedule
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Step 5: Finish

Review the summary and choose Run first sync and open dashboard (or Open dashboard without
syncing). The first product sync reads all marketplace-enabled items from Business Central. Next

steps: create listings for your products (section 6.11) and map categories and VAT under the account
(section 5.1).

V] UCON

Ry EN 0
Universal Marketplace Connector A

First-run setup

° Administrator

° Business Central ° Marketplace ° Sync schedule ® Finish

You are all set

Review the summary and start the first synchronization. The first product sync reads all marketplace-enabled
items from Business Central

Business Central Marketplace accounts Enabled jobs

CRONUS Romania SRL O -vrcro 10/10

Saas - Production

® Connected

< Back Open dashboard without syncing & Run first sync and open dashboard

Version 1.0.0

Figure 7. Setup wizard, step 5: finish
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4.1 Universal Marketplace Connector Setup

Search for Universal Marketplace Connector Setup (or just "marketplace connector"). There is one
setup per company. Searching for "marketplace" also finds Marketplace Orders, Marketplace
Returns and Marketplace Buyers.

General

General

Pricing & VAT

Pricing & VAT

Customers

Customers

Connection info

Tell me what you want to do

marketplace]
Go to Pages and Tasks
> Marketplace Orders
Marketplace Buyers

Aarketplace Returns

Search for ‘marketplace’
Search company data

Search Help

Didn't find what you were looking for? Try exploring pages or exploring reports

Figure 8. Searching for the connector pages in Business Central

Default Location Code

Auto Release Orders

VAT Bus. Posting
Group

Price Group Code

Customer Template
Code

Default Customer No.

Extension Version, API
Path

The location used to calculate marketplace stock
(inventory and available quantity) and the default
location on created sales orders. Empty means all
locations.

Release sales orders created from marketplace orders
automatically.

Used with each item's VAT product posting group to
find the VAT % published to the marketplaces.

Customer price group whose active sales prices are
published as the marketplace price. When empty, or
when an item has no active price, the item's unit
price is used.

Template applied when a marketplace buyer is
created as a new customer.

Customer used for marketplace orders that carry no
customer no. and do not create a customer.

Read-only information for support.
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< V = } 0| N e
Universal Marketplace Connector Setup
T Marketplace Orders & Marketplace Returns More optians
General
Default Location Code PRINCIPAL Auto Release Orders
Pricing & VAT
’ VAT Bus. Posting Group CL-RO-NEPL *'r‘nu- Group Code ‘
Customers
Customer Template Code MARKETPLACE Default Customer No.

Connection info

Extension Version 1.0.303.0 API Path Japifucon/marketplace/v1.0/companies{{comp
anyld})/uconSetup (company: VGR TEST SRL)

Figure 9. Universal Marketplace Connector Setup of a Romanian company

Typical Romanian setup: VAT Bus. Posting Group = the group for customers not registered for VAT
(consumers), so the published VAT % matches what consumers pay; Customer Template Code = a
template with posting groups (section 4.3).

Actions: Marketplace Orders and Marketplace Returns open the lists described in chapter 6.

4.2 Items: the Marketplace FastTab
Only items you enable are sent to the connector. On the Item Card, the Marketplace FastTab has:

Marketplace Enabled Publish this item through the connector. Only enabled items appear
under Products in the web console.

Marketplace Brand Brand name sent with the offer. Many marketplaces require it.

Warranty (Months) Commercial warranty sent with the offer.
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€ jtem Card 74 } O] o
lome  Request Approval ltem  Prices & Discounts More options ]
%3 Copyttem  dl Adjust Inventory %2 Create Stockkeeping Unit  G] Apply Template
Item Show moies 1) Details £ Attachments (0)
Description Cafea boabe Arabica 1 kg CPV Code Picture -
Blocked Item Category Code
Type Inventory Variant Mandatory if Default (No)

’ Base Unit of Measure BUC ETransport ‘

Declared to ANAF VGR

Marketplace

Marketplace Enabled Warranty (Months; 24

Marketplace Brand Vanguard Coffee
Marketing Text

Inventory > 98 & Edit % Draft with Copilot

Figure 10. The Marketplace FastTab on the Item Card

The item also needs a VAT Prod. Posting Group (Costs & Posting FastTab, under Show more) with a
VAT posting setup for the VAT bus. posting group of the connector setup; otherwise the published
VAT % is 0. Stock comes from normal inventory postings, for example Adjust Inventory on the Item
Card or an item journal.

The connector also reads the item's description and description 2, GTIN (used as EAN), vendor item
no., item category, VAT product posting group, unit price, net weight, base unit of measure, the
blocked and sales blocked flags, the picture and the extended text (blank language code). Blocked
items cannot be listed. The published stock is the inventory at the default location minus the
quantity on sales orders.

4.3 Customers

Each marketplace account decides how buyers become customers (section 4.5). You choose
separately for private buyers and for companies:

Private buyers: Generic Orders are booked to the account's Default customer (for

customer example "eMAG - private buyers"). The buyer's name, billing
address, phone and e-mail are written on the sales order, so the
order, the posted invoice and the printed invoice show the real

buyer.
Private buyers: One customer  Every buyer gets a customer card of their own, created from the
per buyer Customer Template Code of the setup the first time they order.
Companies: Create BC Every company gets a customer card of its own, with VAT

customer for legal entities on  registration no. and trade register no.

Companies: switch off Company orders are booked to the default customer, with the
company name, address and VAT registration no. on the sales
order.
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&' Marketplace Order p | = B

12
3 Create Sales Order [l Open Sales Order [ Link Buyer to Customer More options
Customer No. CL00002 Customer Email elena@example.com
Create Customer If Missing Customer Phone 0722000000
Marketplace Buyer Id B-1101 Is Legal Entity
Create Ship-to Address Company Name
Ship-to Code MP00000004 VAT Registration No.
. Customer Name Elena Dumitru Registration No. ‘

Figure 11. Customer FastTab of a marketplace order: booked to the generic customer CLO0002, buyer id and ship-to address

€ Posted Sales Invoice ¢ 2 t O] = Y
FV000002 - Elena Dumitru

Print/Send  Invoice  Incoming Document More optio

W Send to E-Invoice  ¢7 Update Document ) Correct [ Find entries. % Track Package B2 Change Payment Service
Ship-to Bill-to
Address Code MPOD000004 Name Elena Dumitru
Name Elena Dumitru Contact

Address Str. Exemplu 10

Post Code 010101
Country/Region RO k
Phone No. 0722000000

Elena Dumitru

Figure 12. The posted invoice of that order carries the buyer's name and delivery address, not those of the generic customer

Existing customers are always recognised, in both modes. For each order Business Central looks for
the buyer's customer in this order:

1. Marketplace Buyers: the buyer id of this marketplace account is linked to a customer. The
link is stored automatically when an order is booked to a customer of its own, and you can
set it yourself (see below). eMAG, Trendyol, METRO, Allegro, Octopia and Mirakl
marketplaces send a buyer id; Amazon, Altex and ManoMano do not, so their buyers are
recognised by the next two steps only.

2. Companies: VAT Registration No., with or without the country prefix (RO12345678, RO
12345678 and 12345678 are the same).

3. Private buyers: E-Mail. Some marketplaces (Amazon, Trendyol) hide the real e-mail, so the
buyer id is the reliable key there.

4. Not found: a new customer from the template when the account creates customers,
otherwise the default customer of the account, otherwise the Default Customer No. of the
setup.

The default (generic) customer is never matched by e-mail or VAT number, so it does not "absorb"
buyers.

Ship-to addresses

With Save delivery addresses as ship-to addresses on (the default), the delivery address of each
order is stored as a ship-to address of the order's customer, with codes MP00000001, MP00000002,
... The same name and address is reused, so a buyer who orders again to the same address does not
create a new one. The ship-to code is shown on the marketplace order and used on the sales order,
and the address is printed on the invoice and the shipment. Switch it off to keep the delivery address
on the sales order only.
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Ship-to addresses and customer cards contain personal data. When a buyer asks to be erased, delete
or anonymise their ship-to addresses on the generic customer as well (section 8.5).

Linking a buyer to a customer

To book a buyer's orders to a particular customer (for example a regular B2B client who also buys on
eMAG), open the marketplace order and choose Link Buyer to Customer, then pick the customer. All
later orders of that buyer are booked to it. For an order that failed or is not created yet, choose
Create Sales Order again. Search for Marketplace Buyers to see all links, point one to another
customer, or delete one.

Customer template. Customers created by the connector take their posting groups, VAT business
posting group, payment terms and country from the Customer Template Code of the setup. Without
a template a new customer has no posting groups, and its orders cannot be posted. Create a
template (for example MARKETPLACE) with Gen. Bus. Posting Group, VAT Bus. Posting Group (for
Romanian consumers typically the group for non-VAT-registered customers), Customer Posting
Group and Payment Terms before switching on customer creation.

Romanian e-Factura: county and sector

RO e-Factura requires the county of every Romanian address as an ANAF code (RO-CJ, RO-IS, RO-B
for Bucharest), and the sector (SECTOR1 to SECTORSG6) for Bucharest. When the 365vanguard
Romania E-Invoice app is installed, the connector fills these in for you, on the new customer, on the
ship-to address and on the sales order (sell-to and ship-to):

e County is read from the county the marketplace sends, in any common spelling: with or
without diacritics, with "Jud." or "Judetul”, "Municipiul Bucuresti", or a two-letter code such
as CJ. When the marketplace sends no county, it is taken from the first two digits of the
postal code (for example 400114 is Cluj).

e Sector (Bucharest only) is read from "Sector 3" or "Sectorul 3" in the county, city or address,
otherwise from the postal code (030167 is sector 3).

e When a Romanian county cannot be recognised, the field is left empty and the marketplace
order shows a warning. Set the ANAF county on the sales order before posting.

e New customers get Partner Type Person for private buyers and Company for companies,
which the e-Invoice app requires.

The generic customer of an account (for example "eMAG - private buyers") is a customer like any
other for e-Factura: give it Partner Type Person and an ANAF county once. Each invoice then carries
the buyer's own county and sector from the sales order. Without the Romania E-Invoice app nothing
is written, and the connector works as before.

4.4 VAT, prices, payment methods and shipping

e VAT: set up VAT posting setup for the VAT Bus. Posting Group of the setup and all item VAT
product groups you sell. Map VAT groups to the marketplace's VAT ids under the account's
Mappings tab where the marketplace uses VAT ids (eMAG, Altex, METRO).

e Prices: create a sales price list for the customer price group in the setup if your marketplace
prices differ from the unit price. A price group chosen on the marketplace account overrides
it for that account.

e Payment methods: create payment method codes for cash on delivery, card and bank
transfer, and assign them on the marketplace account (section 4.5). The code is written on
the sales order.
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e Shipping fee: create an item (for example SHIPPING) for the shipping charge and enter it as
Shipping charge item on the account. Without it the shipping fee is not added and a warning
is shown on the marketplace order.

¢ Number series: sales orders use your normal sales order number series. The marketplace
order number is written to External Document No., with the prefix you choose on the
account (for example EMAG-300000411).

4.5 Business Central defaults per marketplace account

In the web console every marketplace account has a BC defaults tab (also part of the account form
in the wizard). These values decide how that account's orders become sales orders.

locale ro_RO

Business Central defaults

How marketplace orders of this account become sales orders in Business Central

Private buyers

Default customer

Generic customer v C00120
C00120 — eMAG Marketplace - clienti persoane fizice
Location
DEPOZIT — Depozit central Bucuresti v
Create BC customer for legal entities ()
Companies are found by VAT registration no. (with or without the RO prefix) or created from the customer template.
Save delivery addresses as ship-to addresses o

The delivery address is stored as a ship-to address of the order's custemer and reused when the same address comes again

Payment methods

Payment method: cash on delivery

RAMBURS — Ramburs (cash la livr

Shipping charge item

Payment method: card Payment method: bank transfer

v CARD — Card online ~ OP — Ordin de plata v

External document no. prefix

[ SHIPPING

] EMAG-

Item no. used for the shipping line (must be an item, not a resource]

Currency code

Leave empty for local currency.

e.g. EMAG- - EMAG-

Customer price group

MARKETPLACE — Preturl marketplace v

Source of marketplace prices. Empty = item unit price

Figure 13. Business Central defaults of a marketplace account

Private buyers

Default customer

Location

Create BC customer for legal
entities

Save delivery addresses as

ship-to addresses

Payment method: cash on
delivery / card / bank transfer

Shipping charge item

Generic customer (orders of private buyers are booked to the
default customer) or One customer per buyer (section 4.3).

The generic customer of this account. Needed unless both
private buyers and companies get their own customer.

Location code written on the sales orders of this account.

Companies get their own customer card, found by VAT
registration no. or created from the template (section 4.3).

Store each delivery address as a ship-to address of the customer,
reused when it comes again (section 4.3).

Payment method code written on the sales order, by the
payment type of the marketplace order.

Item no. used for the shipping fee line.
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External document no. prefix

Currency code

Customer price group

Push new orders to BC
automatically

Acknowledge new orders
automatically

Upload posted invoices
automatically

Push BC availability as stock /
Push BC prices

Stock safety buffer
Max published stock

Put in front of the marketplace order number in External
Document No., for example EMAG-.

Currency of this account's orders. Empty means local currency.

Source of the prices published to this account. Empty means the
item unit price (or the setup's price group).

Create sales orders without operator action. When off, operators
use Push to BC.

Confirm new orders on the marketplace as soon as they are
pulled (shown when the marketplace supports it).

Send the invoice PDF once the invoice is posted.

Keep stock and prices on the marketplace in line with Business
Central.

Subtracted from the available quantity before publishing.
Upper limit for the published quantity. 0 means no limit.

4.6 Fields added to the Sales Order

Sales orders created by the connector show a Marketplace FastTab with Marketplace, Marketplace
Order Id and Marketplace Staging Id (read-only). The action Marketplace Order opens the
marketplace order the sales order came from. The AWB number is written to Package Tracking No.
and the buyer's notes to the work description. The same marketplace fields are carried to the posted

shipment and invoice.

4.7 Permissions

V36 UCON ALL ("UCON - All'")

The connector's Entra application or Business Central user, and
the Business Central users who work with Marketplace Orders
and Returns. It includes read access to License Manager.
Combine it with the standard sets your users need for sales
documents.

Page 24 of 60



5. Connecting the marketplaces

365vanguard - Universal Marketplace Connector

Add an account under Marketplaces = Add account (or in step 3 of the wizard). Choose the
provider, enter a Display name, fill in the provider's settings and credentials, then the BC defaults
(section 4.5). Choose Test connection and Save account. Operators and administrators can add and
change accounts; only administrators can delete them.

[§) ucon FirmaDemo SRL @ BC status Ry EN 00 MT
Universal Marketpla
98 Dashboard
Marketplaces + Add account
Y2 Orders
O Retumns Account Enabled Credentials Last order pull Last error
eMAG RO
@ Products n MAG / Fashion Days [ @] £ Credentials stored 4 min ago -
N Marketplace
© Listings
& Marketplaces n ﬁl‘t“‘ﬂ iplac () £ Credentials stored 9 min ago -
Altex Marketplace
f@ Jobs Amazon DE . £ SP-API 429 QuotaExceeded on GET
Amazon (SP-API) () EalCiedontale o 1hr ago Jorders/vO/orders (retry in 60s)
B Logs
. £ Reconnect required . §
@] Settings Allegro PL () 2 days ago £ Allegro refused the refresh token
Allegro O Reconnect (invalid_grant). Reconnect the account.

Figure 14. Marketplaces: all accounts with their last order pull and last error

5.1 Working with an account

Open an account to see its capabilities and four tabs:

Tab

Connection

BC defaults

Reference data

Mappings

Display name, the provider's settings and the credentials. Secrets are stored
encrypted and never shown again: leave a secret field empty to keep the
stored value, or type a new value to replace it. Test connection checks the
values with the marketplace.

How orders of this account become sales orders (section 4.5).

Categories, VAT rates, couriers and warehouses loaded from the
marketplace. Choose Refresh from marketplace after the marketplace adds
categories or couriers.

Category mapping: which marketplace category each Business Central item
category is published to. VAT mapping: which marketplace VAT id each VAT
product posting group uses (only for marketplaces with VAT ids). Choose
Save after editing.
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u UCON FirmaDemo SRL @ BCstatus X, EN 30 MT
Universal Marketplace Connector

08 Dashboard
4 Marketplaces

e B) emMAGRO
© Returns Enabled
eMAG / Fashion Days Marketplace Provider documentation & @ © e
@ Products
Capabilities
© Listings
Orders Acknowledge Offers Stock Prices AW labels Invoices
& Marketplaces Returns
f@ Jobs
Connection BC defaults Reference data Mappings
B Logs
3 Settings

Connection &* Test connection

Display name *
eMAG RO

e.g. eMAG RO main

Settings
Platform® Warehouse id*
eMAG Romania (marketplace-apl.emag.ro) ~ 1
Which marketplace this account belongs to. Fashion Days uses the same AP eMAG warehouse id used for stock and handling time. 1 unless eMAG configured
several warehouses for you.
Default courier accountid Sender address id
4472
Courier account (from Couriers} used when issuing AWBs. Leave emptv to let Seller pickup address id (from faddresses/read) used as AWB sender

Figure 15. A marketplace account: capabilities and the Connection tab

UCON FirmaDemoSRL @ 2C staus Ty EN 00 MT
Universal Marketplace Connector

98 Dashboard
4 Marketplaces

e B) emMAGRO
© Returns Enabled
eMAG / Fashion Days Marketplace Provider documentation & c @ Delete
® Products
Capabilities
O Listings
Orders  Acknowledge Offers Stock Prices  AWE labels  Invoices
& Marketplaces Retumns
fd Jobs
Connection BC defaults Referencedata  Mappings
& Logs
3 Settings

Category mapping
Map each BC item category to the marketplace category used when publishing offers.

BC item category Marketplace category
LAPTOP — Laptop v Laptopuri (1000)
MONITOR — Monitor ~ Monitoare (1001)
TELEFOANE — Telefoane v Telefoane mobile (1005)
TV —Tv ~ Televizoare (1008)

+ Add mapping

VAT mapping

Figure 16. Category mapping on the Mappings tab

The Enabled switch pauses an account: its jobs are skipped until you switch it on again. Delete
removes the account with its jobs and listings from the connector; it does not change anything on
the marketplace.
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5.2 What each marketplace supports

Feature eMAG Altex Amazon | Mano- Al Octopia METRO Trendyol
Mano
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Orders

Acknowledge orders
Update status, cancel
Shipping labels (AWB)

Register own tracking
no.

Invoice upload

Returns

Offers, stock, prices
Categories

VAT ids

Courier list

Order pull default

Yes
Yes
Yes

No

By link

Yes
Yes
Yes
Yes
Yes

2 min

Yes
Yes
Yes

Yes

Yes

Yes
Yes
Yes
Yes
Yes

3 min

No Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes
No No No No No No No
Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes File or
link
No No Yes Yes No Yes Yes
Yes Yes Yes Yes Yes Yes Yes
No Yes Yes Yes Yes Yes Yes
No No No No No Yes No
Yes Yes Yes Yes Yes Yes Yes
15 min 15 min 5 min 5 min 5 min 5 min 5 min

"By link" means the marketplace downloads the invoice from your connector's public address
(section 5.12). Actions a marketplace does not support are hidden in the web console, and their jobs

are not created.

5.3 eMAG and Fashion Days

What to obtain

1. Aseller account with API access. If the Technical section is missing in the seller platform, ask

your eMAG account manager.

2. Inthe seller platform open Settings = Technical = API and create an API user with API
rights for orders, offers, AWB and returns. This is a separate user from your own sign-in.

3. Register the public outbound IP address of the connector server with eMAG (same section
or through your account manager). eMAG accepts calls only from registered addresses, so
use a static IP.

4. Set the connector's Public base URL (section 5.12). eMAG does not accept invoice files; it
downloads the invoice PDF from a link on your connector.

Account fields

Platform

Warehouse id

Default courier
account id

Sender address id

eMAG Romania, Bulgaria or Hungary, or Fashion Days
Romania or Bulgaria.

eMAG warehouse for stock and handling time. 1 unless
eMAG set up several warehouses for you.

Courier account used when issuing AWBs (see the courier list
under Reference data). Empty lets eMAG choose.

Your pickup address id, used as AWB sender.
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Default handling time
(days)

Default VAT %

Min price factor / Max
price factor

Currency
Order types

APl username / API
password

Notes

Yes

Yes

Yes

No

Yes

Yes

0 means shipped the same day.

Used when eMAG reports no VAT rate, and for the shipping
fee.

eMAG requires a minimum and maximum sale price. When a
listing has none, they are the price x these factors (defaults
0.7 and 1.5).

RON for Romania, EUR for Bulgaria, HUF for Hungary. Change
only if eMAG set a different currency.

Fulfilled by seller only, or seller and eMAG fulfilled.
The APl user from step 2.

e Acknowledge new orders promptly (automatic acknowledgement is recommended). eMAG
re-lists unacknowledged orders and it affects your seller rating.

e eMAG limits API calls per API user (12 per second for orders and AWBs, 3 per second for
everything else). Use a dedicated API user for the connector and do not shorten the order
pull below 2 minutes.

e AWSB:s are issued through eMAG's couriers with Create AWB; the label PDF is stored and can
be downloaded from the order.

e eMAG asks sellers to keep API logs for 30 days; the connector's API call log does this by

default.

5.4 Altex

What to obtain

Ask the Altex Marketplace team for API access. They issue a public key and a private key for your
seller account. Altex has no IP whitelisting.

Account fields

Default courier id

Default seller address
id

Sender name, contact
person, phone,

address, county, city,
postal code

Default VAT %

Min delivery days /

No

No

No

No
No

Courier from the Altex courier list used for AWB generation
when none is chosen.

Your pickup address id from the Altex locations list.

Sender details printed on generated AWBs. Phone: 10 digits.
County as Altex spells it (for example Bucuresti).

For shipping fees and offers without a VAT rate (default 19).

Delivery interval sent with offers (defaults 1 and 3).
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Max delivery days

Min price factor No Minimum selling price as a fraction of the price when the
listing has none (default 0.7).

AWSB label format No A4 or 10x14.
API base URL No Leave the default for production.
Public key / Private key ' Yes From the Altex team. The private key is only used to sign

requests and is never sent.

Notes

e Eachrequest is signed with the current UTC date, so the server clock must be correct (use
NTP). A wrong clock gives sign-in errors around midnight UTC.

e You can issue AWBs through Altex or register an AWB from your own courier.

5.5 Amazon

What to obtain

1. A Professional seller account in the target region. In Seller Central = Apps & Services =
Develop apps complete the developer registration as a private developer (approval can take
some days).

2. Add new app client of type SP-API with at least the roles Orders, Product Listing, Inventory
and Order Tracking, Shipping and Tax Invoicing. Note the LWA client id and client secret.

3. Authorize the app for your own seller account to get the refresh token. Copy it immediately.
Note your Merchant token (Seller Central = Account Info).

Account fields

Region Yes Europe, North America or Far East.

Marketplaces Yes Comma-separated country codes (DE, FR, IT, ES, UK, NL, SE,
PL, BE, IE, TR, US, CA, MX) or Amazon marketplace ids.

Seller id Yes Your merchant token.

Use sandbox No Use Amazon's test sandbox instead of production.

Include FBA orders No Also pull orders fulfilled by Amazon. Default: merchant-

fulfilled orders only.

Default product type No Amazon product type for price and stock updates when the
listing has none (default PRODUCT).

Default carrier code No Carrier for shipment confirmations when none is given (for
example DHL, DPD, GLS). Unknown carriers are sent as Other.

Default VAT % No Used when Amazon reports no tax and to convert prices to
VAT-inclusive values.

Currency No Currency of the prices you push (default EUR).

Page 29 of 60



365vanguard - Universal Marketplace Connector

Use feeds above No Stock and price updates with more items than this are sent as

one feed (default 200).

LWA client id / LWA Yes From steps 2 and 3.
client secret / Refresh

token

Notes

Amazon allows about one order list call per minute per seller, so the order pull runs every 15
minutes by default. Do not set it below 5 minutes.

Amazon orders are not acknowledged; shipping is confirmed with your carrier and tracking
number. Amazon does not issue labels through the connector.

Returns are not imported for Amazon.

Access tokens are renewed automatically. If every call fails with "Unauthorized", authorize
the app again and enter the new refresh token.

5.6 ManoMano

What to obtain

1.

A seller contract for each country (FR, ES, IT, DE, GB). The contract id is shown in the
ManoMano Toolbox. Create one connector account per contract.

In ManoMano Toolbox = Settings = API keys (Admin role required) choose Create API key,
name it, and copy it. It is shown only once.

Account fields

Seller contract id Yes Numeric contract id from the Toolbox.

Environment No Production or sandbox. The sandbox only works Monday

00:00-20:00 and Tuesday-Friday 07:00-20:00 CEST.

Default carrier No Carrier name sent with tracking numbers (for example

Colissimo, UPS, DHL).

Tracking URL template = No Tracking link; {tracking} is replaced by the tracking number.

Default VAT % No Used when a line or offer has no rate (default 20).

Currency No EUR, or GBP for GB contracts.

Import No Also import orders ManoMano ships from its own

ManoFulfillment warehouses (marked as fulfilled by the marketplace).

orders

Carrier grid No Shipping method code configured in the Toolbox, sent with
offers.

Min delivery days / No Sent with the carrier grid (defaults 2 and 5).

Max delivery days

Category language No Language of category names.
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API key Yes From step 2.

Notes

e ManoMano does not issue shipping labels. Ship with your own carrier and register the
tracking number; it is sent with the shipped quantities.

e When ManoMano issues the invoice itself for an order, the invoice upload is skipped.

e The Orders API allows 250 calls per hour per API key, so orders are pulled every 15 minutes.
Do not share the API key with another tool.

e Returns are not available through the ManoMano API.

5.7 Mirakl-powered marketplaces

Mirakl is the platform behind many retailer marketplaces. Create one account per operator and
shop.

What to obtain

1. The operator's instance URL (for example https://operator-prod.miraklnet, or the
operator's own domain). Ask the operator.

2. Inthe operator's seller back office, generate the shop API key in your user settings. If your
user manages several shops, note the shop id.

3. Ask the operator for its carrier codes, accepted offer condition and whether returns are
enabled.

Account fields

Instance URL Yes The operator's Mirakl address (https).

Operator No Display name of the operator.

Shop id No Only when the API key covers several shops.

Currency No Empty reads it from the shop.

Default VAT % No Used when an order line has no tax lines and to convert offer

prices (default 19).
Prices include VAT No Yes for consumer marketplaces with VAT-inclusive prices.

Default carrier code No Carrier code from the operator's carrier list (Reference data),
sent with tracking numbers. Set it: Business Central sends
only the tracking number.

Carrier name No Used only when no carrier code is available.
(unregistered) /

Tracking URL template

Invoice document type  No Document type code used for invoice PDFs.
Offer condition No Offer state code (11 = New on most operators).
Lead time to ship No Sent with offers.
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(days)
Channels No Comma-separated channel codes to limit the order pull.
Empty = all.
Shop API key Yes From step 2.
Notes

e Orders reach Business Central only once Mirakl reports them as accepted and paid. Until
then they show as waiting, not as errors.

e Stock and prices are sent as imports that Mirakl allows once per minute each; each push
waits up to 5 minutes for the result.

e [f the operator registered the connector as an external partner, orders may only be pulled
every 15 minutes: set Pull orders to 900 seconds.

5.8 Allegro

Allegro works differently from the other marketplaces: the application keys belong to the
installation, and sellers connect by signing in to Allegro.

Installation keys (IT, once)

Allegro requires one registered application for all sellers of an integration. 365vanguard or your
partner provides the Allegro application keys (client id and client secret). IT enters them on the
connector server and restarts the service:

UCON_Marketplaces__Allegro__ClientId=<client id>

UCON_Marketplaces__Allegro__ ClientSecret=<client secret>
UCON_Marketplaces__Allegro__SandboxClientld=<sandbox client id> (optional)
UCON_Marketplaces__Allegro__SandboxClientSecret=<sandbox client secret> (optional)

On Windows put them in appsettings.Production.json under "Marketplaces": { "Allegro":
{ "ClientId": "...", "ClientSecret": "..." } }. With Docker add them to the .env file.

Connect the seller account

1. Add an Allegro account and choose Environment and Marketplace (allegro-pl, allegro-cz,
allegro-sk or allegro-hu).

Choose Connect Allegro account. The page shows a code and a link.

3. Open the link, sign in to Allegro with the seller account, check that Allegro shows the same
code, and approve. The page then shows Connected as with your Allegro login.

4. Save the account. No password or token is typed into the connector.

A connection that is not used for 3 months expires. The account is then marked Reconnect required;
choose Reconnect and repeat steps 2 and 3.
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Reconnect Allegro PL

Allegro no longer accepts the stored access. Connect the seller account again to resume syncing.

Seller account

Allegro does not use API keys. Sign in to Allegro with the seller account and approve the connection;
the connector stores the access it receives, encrypted.

Figure 17. Reconnecting an Allegro account

Account fields
Environment Yes Production or the Allegro sandbox.
Marketplace Yes The Allegro marketplace this account sells on.
Currency No Empty = the marketplace currency (PLN, CZK, EUR, HUF).
Default VAT % No Empty = the standard rate (PL 23, CZ 21, SK 23, HU 27).
Prices include VAT No Yes: Allegro consumer prices are gross; Business Central net

prices are converted.

Default carrier / Carrier No Carrier id from Allegro's carrier list (for example INPOST, DPD,

name (OTHER) DHL, POCZTA_POLSKA) sent with tracking numbers; the name
is used with carrier OTHER.

Upload invoices No Upload posted invoices also when the buyer did not ask for

one (default Yes).

Include One Fulfillment = No Also pull orders shipped by Allegro's warehouse.
orders
Orders from all No One account handles PL, CZ, SK and HU orders.

marketplaces

Orders to pull No All (unpaid orders are held as pending until paid), or paid
orders only.

Shipping rates id, No Needed only for offers the connector creates from Allegro

Return policy id, catalogue products.

Implied warranty id,
Warranty id, Handling
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time

Notes

e Orders reach Business Central only once paid. Unpaid orders wait and are acknowledged

automatically when paid.

e New offers can only be created from an existing Allegro catalogue product (product id or

EAN).

e Allegro shipping labels are not supported; register your carrier's tracking number.

e All Allegro accounts on one installation share Allegro's limit of 9,000 calls per minute.

5.9 Octopia (Cdiscount)

What to obtain

On the Octopia developer portal open API credentials and create credentials. You get a client id, a
client secret and your seller id. Integrator credentials covering several sellers also work: create one

account per seller id.

Account fields

Field Required | What to enter

Seller id Yes
Sales channels No
Default VAT % No
Currency No

Default carrier / Carrier  No
name (not listed) /
Tracking URL template

Include Octopia No
Fulfilment orders

Offer condition / No
Preparation time

(days)

Delivery modes No
Message language No

Client id / Client secret = Yes

Notes

Your Octopia seller id.

Comma-separated channel ids (default CDISFR). Orders are
pulled from these channels; offers are sent to each. SELLZZ
is Octopia's test channel.

Octopia prices include VAT (default 20).
Used when an order has none (default EUR).

Carrier from the Octopia carrier list (Reference data) for
shipments.

Pull orders shipped by Octopia's warehouse.

Sent with offers (defaults New and 2 days).

Required to create new offers: CODE:cost[:additionalCost]
entries, VAT inclusive, for example THD:4.99:1,EHD:9.99.

Language of Octopia messages and category names.

From the developer portal.

e Orders reach Business Central once Octopia moves them to InPreparation, because Octopia
hides the delivery address until then.
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Without Delivery modes, stock and price updates of existing offers work but new offers are
refused with an explanation per item.

If Octopia already holds a different invoice for an order, the connector does not replace it
and reports the conflict on the order.

Returns are not available through the Octopia seller API.

5.10 METRO Markets

What to obtain

1. Register for APl access with METRO Markets. You start in METRO's sandbox. METRO certifies
your integration with four test orders and then e-mails the production service addresses.

2. Inthe Seller Office open My Account = API keys and generate a client key and client secret
(sandbox and production keys differ). The secret is shown only once. Regenerating the keys
also removes METRO event subscriptions.

3. If you sell cross-border, activate it in the Seller Office first, and create shipping groups for

each destination.

Account fields

Environment No Production or sandbox.
Order service URL, No Production addresses from METRO's certification e-mail.
Offer service URL, Empty uses the environment default.

Category service URL

Origin market No Market the goods ship from (DE_MAIN, ES_MAIN, IT_MAIN,

PT_MAIN, NL_MAIN, FR_MAIN).

Destination market No Market the offers are sold in (DE_MAIN, ES_MAIN, ES_CN,

IT_MAIN, PT_MAIN, NL_MAIN, FR_MAIN, HR_MAIN). Create
one account per destination.

Only orders for this No Import only this destination's orders (default Yes).
destination
Processing time No Days to dispatch sent with offers.

(days) / Max
processing time (days)

Business model No B2B only, or B2B/B2C.
Shipping group No Shipping group name from the Seller Office.
Default carrier No METRO carrier id (for example dhl, ups, dpd) used when a

shipment names none.

Cancellation reason No 1 No inventory, or 2 Wrong price.

Default VAT % No Used when a line has no rate (DE 19, ES 21, IT 22, PT 23, NL
21, FR 20, HR 25).

Client key / Client Yes From step 2.

secret
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METRO prices are net (excluding VAT) in EUR. Price drops of 50% or more are blocked by
METRO, and too-frequent price changes are throttled.

Every order action is per order line; the connector handles this for you. Invoices must be
PDF, at most 2 MB.

METRO does not issue shipping labels through the connector; register the tracking number
with a METRO carrier id.

A high cancellation rate can make METRO restrict your account and pause all offers.

5.11 Trendyol

What to obtain

1.

Sign in to the Trendyol seller panel with the master (admin) user and open Account =
Integration information. Note the seller id (Satici ID), the API key and the API secret. Only
the master user sees them.

International sellers: note the storefront you sell on (one connector account per storefront).

For tests, Trendyol's stage environment has its own seller id and credentials, and only
accepts calls from IP addresses Trendyol has whitelisted. Ask Trendyol to whitelist your
connector server's public IP.

Account fields

Seller id Yes Numeric seller id from the seller panel. Stage and production
differ.

Storefront No Empty for Turkey. International: RO, DE, GR, SK, CZ, BG, SA,
AE or KW.

Environment No Production or stage.

Integrator name No Sent to Trendyol with every call. Use the default

SelfIntegration when you run the connector for your own
shop, or the integrator name Trendyol registered.

Default carrier code No Carrier code sent with tracking numbers on seller-paid

carriers (for example DHLMP, DPDMP, GLS, HERMESMP).

Send tracking numbers = No Auto (only for seller-paid carriers), Always (for example
Germany), or Never (Trendyol always issues the tracking
number).

Invoice delivery No Upload PDF (default), or Send link (needs the Public base
URL; the link must stay reachable for years).

Default VAT % No Empty = the storefront's standard rate.

Cancellation reason No Reason sent when you cancel lines (default 500 Out of stock).

SGR fee SKU No Romania: SKU of the separate line for the SGR deposit fee
(default SGR).

Barcode source No Barcode for new Trendyol products: SKU or EAN.

Shipment addressid/  No Defaults for new products (see the warehouses list under
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Returning address id Reference data).
API key / API secret Yes From step 1.
Notes

Unpaid orders (Trendyol status Awaiting or Verified) are held back and reach Business
Central only once paid.

Romania: the SGR deposit fee included in Trendyol's order total is imported as a separate
line with the SGR fee SKU. Map that SKU to the Business Central item that posts the deposit
(by giving the item that number or with Map to BC item), otherwise the order stops with an
unmapped-SKU error.

Acknowledging an order sets it to Picking on Trendyol; posting the invoice sets it to Invoiced
and sends the invoice.

You supply the tracking number (for seller-paid carriers); Trendyol itself sets the order to
Shipped when the carrier scans the parcel. Shipping labels are not supported through the
connector.

Trendyol limits the number of calls per minute depending on your listing tier; the default
intervals are sized for the smallest tier.

5.12 Public base URL and reverse proxy

eMAG and Fashion Days download invoice PDFs from your connector, and Trendyol does too when
Invoice delivery is Send link. For these, the connector must be reachable from the internet over
HTTPS at its Public base URL. For all other marketplaces, and for operation on your local network
only, this is not needed.

1.

Choose a host name, for example ucon.contoso.com, and point it to a reverse proxy (IS
with Application Request Routing, nginx or Caddy) with a valid HTTPS certificate.

Forward only the paths /public/ and /webhooks/ from the internet to the connector (port
5080). Allow the rest (/api, /) only from your local network or VPN.

Enter the address under Settings = General = Public base URL.

After the first invoice is posted, open the invoice link from the order page on a phone using
mobile data; the PDF must download.

Example for nginx:

server {
listen 443 ssl; server_name ucon.contoso.com;
ssl_certificate /etc/letsencrypt/live/ucon.contoso.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/ucon.contoso.com/privkey.pem;
location ~ A/(public | webhooks)/ { proxy_pass http://127.0.0.1:5080; proxy_set_header Host $host; }
location / { allow 10.0.0.0/8; allow 192.168.0.0/16; deny all;

proxy_pass http://127.0.0.1:5080; proxy_set_header Host $host; }
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6. Daily operations

Sign in to the web console at http://<server>:5080 with your e-mail and password. The menu on the
left leads to the pages described in this chapter. The top bar shows the instance name and the
Business Central connection state, and lets you switch the language (English, Romanian), switch
between the light and dark theme (sun and moon button; until you choose, the console follows your
system setting), and sign out.

6.1 Dashboard
The start page shows what needs attention today. Anything red is the day's to-do list.

U UCON FirmaDemo SRL @ BC status Ty EN 0L MT

Universal k & Connector

98 Dashboard
Dashboard &3 Sync products now B Pull orders now

D Orders
4 Returns
Orders today & New orders =) Orders with Py Awaiting ] Active listings Listing errors (%
efrors invoice
D produee 4 8 9 4 40 19
O Listings
& Marketplaces
Orders and errors, last 14 days Business Central Details
f@ Jobs
@ Orders @ Ermors ® Connected
B Logs 12 Connected to CRONUS Romania SRL.
UCON extension 1.0.3,
8 Settings .
h Last tested: 12 min ago
6
.;III Ill I . I II. I IIII -II
80ct 0 Oct 120t 14 0ct 6 Oct 18 0ct 20 0ct
Marketplace accounts Seeall Recent runs Seeall
Push orders to BC » Partially failed

eMAG RO ® Enabled AL Altex ® Enabled eMAG RO - 4 pushed, 1 failed min ago
Last order pull: 4 min ago Last order pull: 9 min ago

Push prices ® Succeeded
eMAG RO - 9 price updates sent 37secago
Amazon DE » Error Allegro PL » Error
Last order pull: 1 hr ago Last order pull: ago Pull returns ® Succeeded
SP-API 429 QuotaExceeded on GET Allegro refused the refresh token eMAG RO - 2 returns min ago

Figure 18. Dashboard

e Orders today, New orders, Orders with errors, Awaiting invoice, Active listings and Listing
errors.

e Orders and errors, last 14 days.

e Business Central: connection state and last test.

¢ Marketplace accounts: each account with its last order pull and last error.

e Recent runs of the background jobs.

e Sync products now and Pull orders now start a run immediately (Operators and Admins).

6.2 The order inbox

Orders lists every marketplace order. Search by order number, customer, e-mail or sales order
number, and filter by account, marketplace status, BC status, date range or Only errors. Pull orders
fetches new orders immediately. Orders on hold show a lock icon.
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CCEE O'des

42 items
4 Returns
@ Products Q Order no, customer, e-mail, SO no Account: All
© Lstings From date To date
& Marketplaces dd.mm.yyyy dd.mm.yyyy O
f@ Jobs
Order Ordered Customer
B Logs
ALX-801378 5h Bogdan Mari
B Settings Ao r ago ogdan Marin
300003836 /A
8 hr ago lon Clabanu
eMAG RO
300000411 A -
8 hr ago Tailspin Medical SRL
eMAG RO
300003425
10 hr ago Andrei Dobre
eMAG RO
303-1572893-7664190
13 hr ago Jonas Weber
Amazon DE
300004932 @
13 hr ago Alexandru Marin
eMAG RO
300000000
17 hr ago Elena Stoica
eMAG RO

Each order has two statuses:

Figure 19. Orders

-
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Status: All

Total

RON 618.99

RON 2,905.00

RON 277.98

RON 4,355.98

EUR 3,998.00

RON 14,244.99

RON 3,997.01

~ BC status: £

Marketplace status

® New

® New

® New

® New

® New

® Prepared

® New

Xy EN  20:  MT

& Pull orders

~ [] only errors

BC status Invoice

® Not sent -

® Ermor
80-102028

® Error
80-102003

® Not sent —

® Queued -

® Released
80-102036

* Not sent -

The order's state on the marketplace: New = Acknowledged —
Prepared — Shipped — Delivered = Finalized, or Cancelled,

Marketplace status

BC status

6.3 The order page

Returned, Partially returned.

The hand-off to Business Central: Not sent = Queued — Sent (sales
order exists) = Released — Shipped — Invoiced, or Error.

Open an order to see its lines, totals, shipments, the activity log, the raw marketplace data, the
summary, the Business Central documents (sales order, customer, shipment, invoice, invoice
uploaded) and the buyer's details and addresses.
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3 Settings

Firma Demo SRL
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@ BC status X, EN 30:

< Orders

Order 300002466

eMAG RO ® Finalized ® Invoiced 19 Oct 2026, 02:38

(b Create AWB [ Upload invoice [ Invoice PDF > Update marketplace status (D Put on hold

Lines Summary
3items
Number 300002466
SKU Product Qry Total (incl. VAT) BC item
Ordered 19 Oct 2026, 02:38
IT-0@14  Fier de calcat Tefal FV5715 1 RON219.00 IT-0014 o Modified 19 Oct 2026, 02:48
Marketplace 4
IT-0045 S8D Kingston NV2 500GE NVMe 2 ROM 398.01 IT-0045 status code
Payment Card online - Paid
IT-8057 Scaun gaming Arozzi Torretta 1 RON 1,099.00 IT-0057 card_onling
Delivery Courier
Subtotal (excl. VAT) RON 1,442.02 Fulfitment By seller
Shipping RON 16.80
Acknowledged Yes 2 daysago
VAT RON 277.18
Total (incl. VAT) RON 1,736.00
Business Central
Shipments
Status * Invoiced
AWB Courier Status Parcels COD amount Date
Sales order S0-102018
1-48 " Customer no. C00120
SMD753874945  Sameday  Delivered ) - hr (&) Download
kg P, Shipment SH-5018

Figure 20. An invoiced order with its shipment

The actions shown depend on the order and on what the marketplace supports:

The order has not been sent (automatic push is off), or after you fixed

Push to BC

Retry

Acknowledge

Create AWB

Upload invoice
Invoice PDF

Update marketplace
status

Put on hold / Release hold

Map to BC item

an error.

Clears the error and queues the order again for the next push (or
invoice upload).

Confirm the order on the marketplace when automatic
acknowledgement is off.

MT

Issue a shipping label through the marketplace, or register the AWB /

tracking number you created with your own courier.
Send the posted invoice again, for example after a correction.

Download the invoice PDF from Business Central to check it.

Set the marketplace status by hand, for example to cancel (a reason

is required).

Background jobs skip held orders. Use it for fraud checks, missing
stock or a call to the customer.

On a line: choose the Business Central item (and variant) for a SKU

that is not known.

6.4 From marketplace order to posted invoice

1. The Pull orders job imports the order and, if switched on, acknowledges it.
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2. The Push orders to BC job creates the Marketplace Order in Business Central and the sales
order. The BC status becomes Sent (or Released) and the sales order number appears.

3. Your team picks and ships in Business Central as usual and posts the shipment.

Register the shipment on the marketplace with Create AWB (label through the marketplace,
or your own courier's number). The AWB is also stored on the sales order.

5. Post the sales invoice. The Pull BC order status job sees the shipment and invoice; the Push
invoices job uploads the invoice PDF. Invoice uploaded turns to Yes.

If an invoice upload fails, it is retried automatically for 7 days after posting. After that use
Upload invoice on the order.

6.5 Marketplace Orders in Business Central

VGR TEST SRL Silesw  Puichasings  Irvertory Posied Dodimentsss  Shopily All Reports = 0P P

Marketplace Orders:  All ® = il Delete &3 Create Sales Order  [] Open Sales Order ™ ViewLines  More options 2 = /
Entry No. 4 Provide: Account Name External Order Number Order Date Customer Name Customer No. Total Incl. VAT Status Na. Ship
12 Emag eMAG test T-2101 20.10.2026 Elena Dumitru CLO0002 4175 Invoiced S-:COMOQOD12  AVZ

Emag eMAG test TEST-1001 20102026  lon Popescu CLO0001 258,53  Invoiced S-COM00001  AVZ

Figure 21. Marketplace Orders in Business Central

Search for Marketplace Orders in Business Central. The list shows every order received from the
connector, newest first, with Provider, Account Name, External Order Number, Order Date,
Customer Name and No., Total Incl. VAT, Status, Sales Order No., Shipment No., Invoice No., AWB
Number, Courier Name and Error Message.

Create Sales Order Create, or retry creating, the sales order for the selected marketplace
order.

Open Sales Order Open the sales order created from it.

View Lines Show the lines: Item No., Variant Code, Description, Quantity, Unit

Price Incl. VAT, VAT %, Line Discount Amount, External Line Id.

Setup Open the connector setup.

The Marketplace Order card shows the same data grouped in FastTabs: General (including External
Document No., Order Date and Notes), Customer (Customer No., Create Customer If Missing, buyer
name, e-mail, phone, Is Legal Entity, Company Name, VAT Registration No., Registration No.), Bill-to,
Ship-to, Lines, Terms & Amounts (Currency Code, Payment Method Code and Name, Prepaid,
Location Code, Prices Include VAT, shipping amount, VAT % and item, Total Incl. VAT, Auto Release)
and Processing (status, documents, AWB, Error Message). On pending or failed orders you can
correct data, for example the customer no. or an item no. on a line, and choose Create Sales Order
again.

The Error Message field also shows warnings that do not stop the order, for example "Shipping
amount ... was not added: no shipping item no. was provided" or "Sales order total ... differs
from marketplace total ...". Check such orders before invoicing.

6.6 Errors and retries

e  When Business Central refuses an order (missing posting setup, blocked item, credit limit,
dimension rules and so on), the BC status becomes Error and the message is shown on the
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order in the web console and on the Marketplace Order in Business Central. Fix the cause in
Business Central, then choose Retry. Creating the sales order is safe to repeat: an order
never creates two sales orders.

e Automatic attempts stop after 5 failures in a row; the order stays in the error list until you
choose Retry.

e Temporary problems (Business Central or marketplace busy, network) are retried
automatically within the same run and do not count as failures.

(§) ucon FirmaDemo SRL @ =2C status Ry EN  0: MT

Universal Marketplace Connactor

08 Dashboard
< Orders

Order 300000411

4 Returns

eMAGRO e New s Eror 20 Oct 2026, 07:38
§ Products O Retry +& Acknowledge (b Create AWB © Update marketplace status @ Puton hold
© Listings

A\ Lasterror -5 failures

Ei Marketplaces BC: Customer CO0120 has no Payment Method Code for RAMBURS. (createSalesOrder)

f@ Jobs
Lines Summary
B Logs 1item
€1 Settings - Number 300000411
SKU Product Qty Total {incl. VAT) BC item
Ordered 20 0ct 2026, 07:38
IT-0042 Toner HP 142A compatibil 2 RON 257.99 IT-0042 Modified 20 Oct 2026, 07:48
Marketplace 1
Subtotal (excl. VAT) RON 216.80 status code
Shipping RON 16.80
Payment Card online - Paid
VAT RON 44.38 card oniine
Total (incl. VAT) RON 277.98 Delivery Courier
Fulfillment By seller
Shipments Acknowledged Not acknowledged

Business Central

b

Status = Emor
Nn shinments vat

Figure 22. An order with a Business Central error

6.7 Unknown SKUs and remapping

The connector matches each order line to a Business Central item by SKU (the listing SKU, which is
the item no. by default). A line it cannot match shows Not mapped, and the order is not sent until
every line is mapped.

e Choose Map to BC item on the line, search by item no., description or EAN, choose the item
and, if needed, enter a Variant code. The mapping applies to this line only.

e To fix it for future orders, give the listing the right SKU, or enable the item (Marketplace
Enabled) and run Sync from BC.
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Map line to a Business Central item
IT-0042 - Toner HP 142A compatibil

Search the product catalogue by item no., description or EAN. The mapping is remembered for this line only;
to fix it permanently set the SKU on the listing.

[Q Item no., description, EAN, brand ]

IT-0042 — Toner HP 142A compatibil
5941000324679 - RON 129.00 - Available: 113

Variant code

Map to BC item

Figure 23. Mapping an order line to a Business Central item

6.8 Shipping, AWB and tracking

Create AWB opens a dialog. For marketplaces that issue labels (eMAG, Altex) choose Issue AWB via
marketplace, the courier account, the number of parcels, the weight, the cash-on-delivery amount
(empty for prepaid orders) and an optional note for the courier; the label PDF can then be
downloaded from the Shipments section. For all other marketplaces, or when you used your own
courier, choose Register an external AWB and enter the number. The AWB is also written to the
Marketplace Order and the sales order in Business Central.
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Create AWB

Courier account”

Sameday (4472)

Parcels ‘Weight (kg) COD amount (RON)

1 1

Leave empty for prepaid
orders.

Observation for the courier

Figure 24. Create AWB

Orders fulfilled by the marketplace (for example Amazon FBA) show a banner, and shipping actions
are not available for them.

6.9 Cancellations

To cancel an order on the marketplace, choose Update marketplace status, select Cancelled and
enter a reason (some marketplaces show it to the buyer). An open, unposted sales order created
from a cancelled marketplace order is deleted and the Marketplace Order status becomes
Cancelled. If the sales order is already (partially) posted it is not deleted; handle it in Business
Central with a credit memo.
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Update marketplace status

Required when cancelling. Shown to the customer on some marketplaces.

Cancel Apply

Figure 25. Update marketplace status

6.10 Returns

The Pull returns job imports return requests for marketplaces that support them. Returns lists them
with the order, reason, status, refund amount and BC status; expand a row to see its lines and
observations.

¥) UcoN FirmaDemo SRL @ EC staws Ty BN S MT
Universal Marketplace Connector

98 Dashboard

N Returns
5 items
Returns
Account: All v Status: All -
@ Products
@ usﬂngg Returnid 1! Order Requested 1| Reason Status 1| Refund 1! BC status
& Marketplaces 5000000 Produsul nu
> s 300002192 vyesterday corespunde,  * Ne¥ RON 437.99 e Not sent < Pushto BC
e e 5000017 303 Produs
> 5490756~ 2 days ago  Acknowledged RON 97799 e Eror < Pushto BC
Bl Logs Amazon DE defect la..
7547157
8 Settings
;8000034 xeoosor  3a am Recsived RON17800  ° 5t
Altex ays ago comandat... - & RO-7002
5000051 Ambalaj 7 ® Invoiced
R ALX801219 4 days ago orat ® Finalized RON4,597.99  po7003.
CM-3303
s B000088 - in0nszss sa Cients-2 Refused * Sent
eMAG RO © YS 390 azgandit © Refus ~ Ro004
1-50f 5 Rows per page 25 ~ Pagelofl < >

Figure 26. Returns
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1. Review the return and choose Push to BC. Business Central creates a sales return order,
copied from the posted invoice when it is known, otherwise from the return lines.

Receive the goods and post the return receipt and credit memo in Business Central as usual.
The connector reads back the return order and credit memo numbers.

€ Sales Return Order = 0]
Home Prepare Print/Send  Request Approval  Retumn Order More options [ ]
=' Post... |~ 11 Release | T,'i Create Whse. Receipt E Create Return-Related Documents... E‘ Apply Entries._. YE Archive Document 2
Return Reason @ Summary Friee v
Type No. Description Code Location Code Quantit
- Comment : Inveice. N, FNO0000 1T (D Details £ Attachments (0)

Item ART00003 Cana ceramica 350 ml PRINCIPAL
Sell-to Customer Sales History

’ Customer No. CLO0001 ‘

Subtotal Incl. VAT (R 41,75 Total Excl. VAT (RON) 3450

Inv, Discount Amount 0,00 Total VAT (RON) 7.25 0

Invoice Discount % 0 Total Incl. VAT (RON) 41,75 Ongoing Sales. § Ongoing Sales
Blanket Orders | Orders

Invoice Details > £
Ongoing Sales | Ongoing Sales
Return Orders | Credit Memos

PRINCIPAL lon Popescu |

Shipping and Billing >

Posted Sales
Shipments

Foreign Trade >

Figure 27. A sales return order created from a marketplace return, copied from the posted invoice

In Business Central, Marketplace Returns lists the same returns with Provider, External Return Id,
External Order Id, Sales Order No., Invoice No., Customer No., Reason, Status, Return Order No.,
Credit Memo No. and Error Message, and offers Create Return Order, Open Return Order and View
Lines.

6.11 Products, listings, stock and prices

Products shows the items read from Business Central (marketplace-enabled items): item no.,
description, EAN, unit price, marketplace price, availability and the accounts they are listed on. Sync
from BC reads changes immediately.
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UCON FirmaDemo SRL @ BC staus #, EN MT
Universal Marketplace Connector
98 Dashboard
R Products
o 63 items £ Sync from BC
4 Returns
Q Item no, description, EAN, brand Marketplace: All b4
© Listings
8 Marketplaces |:| Item no. Description Unit price Available Marketplace Listings
] 1r-opg1  L@ptop ASUS VivoBook 15 X1504ZA, 15-1235U,1..  RON 2,899.00 1 = D) G
f@ Jobs - ASUS 5941000000000 RON 2,812.03 Amazon DE
B Logs -
O 17-e0e2 Laptop Lenovo IdfaPad Slim 3, Ryzen 575200, ... RON 2,349.00 26 Yes )
[51 Settings Lencvo 5941000007919
[ 17-epe3  LaPtOPHP 250 G0, 13-1315U, 8GB, 256GB SSD oy 4 99900 92 Yes SMAGRO  Altex

HP 5941000015838

[l - Monitor Dell S2721HN 27" IPS Full HD y
U IT-0004 Dell 5941000023757 RON 749.00 95 Yes eMAG RO

O 1 Monitor LG 24MK430H 24" IPS RON 489.00 :
o IT8085 | G Soa1000031676 RON 47433 0 = S =

0 Monitor Samsung Odyssey G5 32" curbat 144Hz

- IT-0006 Samsung 5041000839595 RON 1,299.00 34 Yes eMAGRO  Amazon DE

() 17-e007 E:E:ﬁs“! automer DeLongniMagnifica S ECAM.-  mon 1,499.00 88  Yes SMAGRO  Altex
T-0008 If;';:‘:s:g; {gg‘;é’;‘ ;"3'""’5 LOr Barista RON 399.00 33 Yes aMAG RO

[ 1r-eees i‘fﬂ'{aﬁﬂ V:;[algfl ? Ry;son b “2&?’}? 79;23 113 Yes SMAGRO  Altex

Figure 28. Products

To publish products on a marketplace, select them and choose Create listings, then choose the
account. This creates draft listings with SKU = item no.

Listings shows what each account has, per account tab: SKU, product, status, price, stock and last
push. Flags show when a stock or price change is waiting to be sent.

UCON FirmaDemo SRL @ BCstatus X, EN 30 MT
Universal Marketplace Connector

08 Dashboard

‘9 orders Listings
97 items @ Pull from marketplace
4 Returns
All accounts eMAG RO Altex Amazon DE Allegro PL
® Products

© Listings Q. SKU, product, EAN, external id Status: All v

@ Marketplaces

SKU Product Status Price (excl. VAT) Stock Last pL
f@ Jobs |:| IT~0801 Lapt?prASUS \.‘i\roEOOJ« 15 X15042A, 15-1235U, 16... o Inactive RON 2,363.05 29 yesterc
eMAG RO D130273ABC - 7461313 8c 31
B Logs
IT-0001 Laptop ASUS VivoBook 15 X1504ZA, 5-1235U, 16... ®29 J
€3 settings Altex 566055 - 3670027 ° fetive © RON 236305 soa oM
[] IT-eeel-DE Laptop ASUS VivoBook 15 X15042A, 5-1235U, 16... O L @ ©ronz3s305 29 e
—  Amazon DE B094454557 - 8501988 T BC31
M IT-0002 Laptop Lenovo IdeaPad Slim 3, Ryzen 5 7520U, 8... 24
' emAGRO D235T67ABC - 4131503 lEeicores AONLA7385  gopy  Yostor
] IT-e0s3 Laptop HP 250 G0, i3-1315U, 8GB, 256GB SSD 50
—  eMAGRO D931275ABC - 5821988 * fetie © RON 167983 sooz 20
[ Ir-eees Laptop HP 250 G0, i3-1315U, 8GB, 256GB SSD o B RON 1,679.83 50 ever
Altex - BCO2
] IT-eces Monitor Dell S2721HN 27" IPS Full HD = 50 o,
—  eMAGRO D598759ABC - 6196143 Sl £ RON 629.41 BCO95 red
m Monitor LG 24MK430H 24" IPS e 0 Ly
- DOGABEBABC - 7540562 e © RON 398.60 BCO i
— TT-ARAS Manitar | 2 2AMKARNH 24" 1IPS n

Figure 29. Listings
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Publish Send the selected listings to the marketplace as offers.
Push stock / Push prices Send stock or prices for the selected listings now.
Pull from marketplace Read the listings' status and validation messages back from the

marketplace (choose an account tab first).

Edit listing Change min and max price, a stock override, handling time, warranty,
the marketplace category and VAT id, or switch the listing off.

Delete Remove the listing from the connector. The offer is not removed
from the marketplace.

Available quantity = inventory at the setup's default location minus the quantity on open sales
orders, so stock reserved by an order from any channel (another marketplace, your shop, the phone)
is taken off every marketplace at the next product sync. By default every product sync reads all
marketplace items for this reason; for very large catalogues you can read all items less often under
Settings = General = Full product read from Business Central every (minutes).

Published stock = available quantity in Business Central minus the account's Stock safety buffer,
limited to Max published stock. Only changed values are sent. A listing that the marketplace refuses
shows Rejected or Error with the marketplace's message: fix the data (EAN, category, price limits,
images) and Publish again.

6.12 Jobs and schedules

Jobs lists every background job with its interval, next and last run, last status and summary. Switch a
job on or off, change its interval (in seconds, at least 60), or choose Run now. The Runs list keeps the
history of each run, with the number of items processed and failed, error details and the log lines of

that run.
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[§) UcoN FirmaDemo SRL @ BC status T EN 00 MT

Universal Marketplace Connector

08 Dashboard

9 Orders J
4 Returns
Scheduled jobs
@ Seconds between runs. Minimum 60
Products
@ Listings Job Enabled Interval (s) Next run Last run Last status Summary
Pull products from BC © 10 min 62 items read,
Marketplaces m
@ P! Giobal () 900 15 min in 5 min g0 ® Succeeded 3 changed b F
f@ Jobs Pull orders () o 37 min . HTTP 429
nin R
eMAG RO () 120 = now ago © Falled QuotaExceeded &
B Logs
Push orders to BC (O ) 41min 3 0 pushed, 1
% Settings Fusn o [ @] 60  1min now 290 o Partiallyfalled &R
40 min
Z\:&l‘ffﬁgdum from BC © [ o) 900 15 min in2min ago o Partially falled 64 items read DR
Push stock (O R 13 stock
CMAGHD [ @] 300 5min in 3 min 2 hr ago ® Succeeded updates sent o F
Push prices . 53 min 7 price updates
pipitel [ @] 900  15min in 4 min o » Succeeded cont >R
Pull BC order status (O - - Unhandled
5 R
eMAG RO () 300 min in1min 1hrago ® Failed exception, see.. >
Push invoices (O ~ B Unhandled
10 min F
eMAG RO () 600 mi in 8 min 2hr ago ® Failed exception, see.. >
Pull retums © () 900 15 min in 4 min 2hr ago ® Succeeded 1returns [l

eMAG RO

Figure 30. Jobs

_ Usual interval What it does

Pull orders 2-15 min, per Reads new and changed orders from the
marketplace marketplace.
Push orders to BC 1-2 min Creates sales orders in Business Central for orders

not yet sent.

Pull products from BC = 15 min Reads items, prices and availability from Business
Central.

Push stock 5-15 min Sends stock changes to the marketplace.

Push prices 15-60 min Sends price changes to the marketplace.

Pull BC order status 5 min Reads shipment and invoice state from Business
Central.

Push invoices 10-15 min Uploads posted invoice PDFs to the marketplace
order.

Pull returns 15-30 min Reads return requests from the marketplace.

Refresh reference 24 h Refreshes categories, VAT rates, couriers and

data warehouses.

Do not shorten intervals below the marketplace's limits (chapter 5). Too many calls make the
marketplace refuse requests (HTTP 429) or block the account temporarily.

A run is Skipped when its account is switched off, the Business Central connection has not passed a
test, or the marketplace does not support the job. Each account runs one job at a time; different
accounts run in parallel.
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7. Monitoring and troubleshooting

7.1 Logs

Logs has two tabs. Application log shows what the connector did, with level, category, message and
links to the account, order and run; filter by text, level, category, account and dates. API calls shows
every call to Business Central and the marketplaces: time, direction, target, method, URL, status,
duration, and the request and response bodies. Passwords, tokens and keys are masked before
anything is stored. Switch on Auto-refresh to follow live.

U UCON FirmaDemo SRL @ BCstaws R EN % MT

Universal Marketplace Connector

98 Dashboard

o oo Logs Auto-refresh

‘j G Application log API calls

@ Products

© LUistings Direction: All v | Target (eMAG, Altex, BC..) Success: All v

@ Marketplaces

Time Direction Target URL
£3 Jobs > 1minago Business Central BusinessCentral  POST https://api.businesscentral.dynamics.com/v2.8/f1cBb2ad/Production/api/ui
> 4 min ago Marketplace Emag POST https://marketplace-api.emag.rofapi-3/awb/save

€3 Settings > 11 min ago Marketplace Emag POST https://marketplace-api.emag.ro/api-3/order/read
> 15 min ago Business Central BusinessCentral ~ GET https://api.businesscentral.dynamics.com/v2.8/f1lc8b2ad/Production/api/uct
> 19 min ago Marketplace Altex POST https://marketplace.altex.ro/api/vl/orders?page=1
> 22 min ago Marketplace Emag POST https://marketplace-api.emag.ro/api-3/order/save
> 24 min ago Business Central BusinessCentral ~ POST https://apl.businesscentral.dynamics.com/v2.8/f1c8b2ad/Production/api/u
> 31 min ago Marketplace Amazon GET https://sellingpartnerapi-eu.amazon.com/orders/v@/orders?Marketplacelds=)
> 34 min ago Marketplace Altex POST https://marketplace.altex.ro/apl/vl/orders?page=1
> 36 min ago Business Central BusinessCentral ~ GET https://api.businesscentral.dynamics.com/v2.8/f1lc8b2ad/Production/api/v2
> 40 min ago Marketplace Emag POST https://marketplace-api.emag.ro/api-3/vat/read
> 44 min ago Marketplace Emag POST https://marketplace-api.emag. rofapi-3/product_offer/save
> 48 min ago Business Central BusinessCentral POST https://apl.businesscentral.dynamics.com/v2.0/f1cBb2ad/Production/api/u
> 55 min ago Marketplace Emag POST https://marketplace-apl.emag.ro/api-3/product_offer/save

Figure 31. The API call log

T " S

Application log Web console Logs; files logs/ucon- Database: Application log retention
YYYYMMDD.log in the data folder (default 30 days). Files: 14 days.

API call log Web console Logs = API calls API call log retention (default 30
days, as eMAG requires).

Run history Web console Jobs = Runs 90 days.

Service log Windows Event Log (Application, source = Operating system policy.
UniversalConnector); Linux journalctl
-u universalconnector; Docker docker
logs ucon

When you contact support, send the order number, the run's error details, the relevant API calls and
the log file of the day. Support may ask you to switch on detailed logging temporarily with the
setting UCON_Logging_ LogLevel__Default=Debug (restart the service; switch it off afterwards
because it is very verbose).
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7.2 Common problems

Symptom Likely cause What to do

Business Central test: 401
Unauthorized (online)

Wizard: *AADSTS700016:
Application ... was not found in
the directory*

Business Central:
*AADSTS500113: No reply
address is registered* when
granting consent

Wizard: *Environment does
not exist [NoEnvironment]*

Wizard: *company '(none)' was
not found. Available: ...*

Business Central test: 401 (on-
premises)

Business Central test: 403
Forbidden

Test shows "UCON extension
not found"

Error: not licensed / licence
could not be verified

Order line Not mapped / "ltem
... does not exist"

Order Error with a Business
Central message

New marketplace customers
cannot be invoiced: posting
group missing

Posting stops: ANAF county or
sector missing (Romania E-
Invoice)

Order booked to the wrong
customer

Published VAT % is O

"no customer no., customer

Client secret expired or mistyped; app
not added in Microsoft Entra
Applications or not Enabled; admin
consent missing; wrong tenant id.

The app registration is in another
tenant than Business Central, or the
tenant id is wrong.

Consent was granted with the button
in Business Central, which needs a
redirect URI.

Environment name differs from the
admin center (for example Sandbox
instead of the real name).

No company selected yet.

Password used instead of the web
service access key; key expired; user
disabled.

Permission sets missing.

Extension not installed in that
environment or company, permission
set missing, or not licensed.

Subscription ended or License
Manager cannot reach the licence
service.

Marketplace SKU differs from the
item no.; item not marketplace-
enabled; variant needed.

Posting setup, dimension, credit limit,
blocked customer or item.

No Customer Template Code in the
setup, or the template lacks posting
groups.

The marketplace sent a county that
could not be recognised, or a
Bucharest address without a sector or
a usable postal code. The marketplace
order shows a warning.

The buyer is linked to another
customer, or shares an e-mail or VAT
no. with an existing customer.

No VAT posting setup for the setup's
VAT Bus. Posting Group and the
item's VAT Prod. Posting Group.

No default customer configured.
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Check the secret in Entra and enter it again;
check the Entra Applications card in BC; grant
admin consent; use the tenant of the BC
environment.

Register the app in the tenant of the
Business Central environment (section 3.2,
step 1) and use that tenant id.

Grant admin consent in the Azure portal (API
permissions), or add the redirect URI
https://businesscentral.dynamics.com/OAut
hLanding.htm.

Copy the name exactly from the Business
Central admin center.

Select the company from the list and test
again.

Generate a new web service access key and
enter it.

Assign V36 UCON ALL and D365 BUS FULL
ACCESS (check the Company field of the
assignment).

Check Extension Management, the
permission set and the Licenses page.

Open Licenses, choose Check now; turn on
Allow HTTP requests in sandboxes; contact
365vanguard.

Map to BC item, or fix the listing SKU, or
enable the item and Sync from BC.

Fix in Business Central, then Retry.

Create a template with Gen. Bus., VAT Bus.
and Customer Posting Group and payment
terms (section 4.3), fill in the missing groups
on the customers already created, then post.

Set ANAF RO County (and ANAF RO Sector
for Bucharest) under Sell-to or Shipping and
Billing on the sales order, and on the
customer or ship-to address if it will be
reused, then post again.

Open the marketplace order, Link Buyer to
Customer with the right customer (or delete
the link under Marketplace Buyers), then re-
create the sales order.

Create the VAT posting setup combination,
then Sync from BC.

Set the account's Default customer or
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Likely cause What to do

creation is disabled and no
default customer..."

eMAG 401/403 "IP not
allowed"

HTTP 429 in runs or API log

eMAG shows the invoice as
unreachable

Invoice not uploaded, "PDF not

available" or *You tried to
invoke the Report object with
the ID ... that does not exist*

Dashboard shows no orders
and no marketplaces

Marketplace stock does not
drop after a new sales order

Allegro shows Reconnect
required

Amazon: Unauthorized on
every call

Stock published as 0 for
everything

Orders imported twice

Service does not start: address

already in use

"Secret cannot be decrypted"
after moving the server

On-premises: SSL connection
could not be established

Server's public IP not registered or
changed.

Intervals too short, or another tool
uses the same API user/key.

Public base URL missing, not HTTPS,
or blocked.

Report Selection - Sales (usage
Invoice) points to a report that is not
installed in this environment, typically
a localization report present in
production but not in a sandbox.

No marketplace account is set up yet,
or no order has been pulled. The
dashboard counts only orders the
connector pulled from a marketplace.

Full product read (Settings —
General) is set to a long interval, so
only changed items are read in
between.

The Allegro connection expired or
was revoked.

Refresh token from another seller or
region, roles missing, app not
authorized.

Default location has no inventory, or
the safety buffer is larger than stock.

Two connector installations use the
same marketplace account (for
example test and production).

Port 5080 used by another program.

The keys folder was not moved with
the database, or (Windows) it was
moved to another machine.

Server certificate not trusted by the
connector server.

7.3 Health check and monitoring

Default Customer No. in the setup.

Register the current public IP with eMAG;
use a static IP.

Increase intervals; use a dedicated API user
or key for the connector.

Open the invoice link from outside your
network; fix the proxy (section 5.12); Upload
invoice again.

Open Report Selection - Sales, usage Invoice,
and choose a report that exists (your
localized invoice, or the standard 1306).
Then Upload invoice again.

Add the account under Marketplaces, test
the connection and choose Pull orders now.

Set it to O (every sync) or a shorter interval.

Choose Reconnect and approve again in
Allegro.

Authorize the app again, enter the new
refresh token, check region and
marketplaces.

Check Default Location Code in the setup
and the account's buffer and cap.

Run exactly one installation per marketplace
account.

Change the port (UCON_Urls) and the
firewall rule.

Restore keys/ from backup; on Windows
enter the secrets again once.

Import the certificate authority into the
server's trust store.

e http://<server>:5080/api/system/health answers {"status":"ok"} without sign-in, or an error
when the database is not available. Use it in your monitoring tool or load balancer; the
Docker image uses it as its health check.

e Settings = System shows the version, data folder, database, uptime, operating system and
whether it runs as a service, with Check health.

e Watch the dashboard daily, and the free disk space of the data folder (the API call log is the
largest part of the database).
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UCON FirmaDemo SRL @ BC status T EN 00 MT
Universal Marketplace Connector
08 Dashboard
9 Orders S g
4 Returns )
General Business Central Users System
@ Products
System information
© Ustings 4 Check health

& Marketplaces

version 1.0.0

5 Jobs Data folder C:\ProgramData\UCON\data

Q
Database provider SQLite

B Logs
Uptime 2d 3h Om

Operating system Microsoft Windows Server 2022 (10.0.20348)

Runs as service Yes

Figure 32. Settings: System

7.4 Backup and restore

Back up the database and the encryption keys together, from the same moment, every day. Without
the keys folder no stored password or key can be read.

Database ucon.db (and ucon.db-wal, ucon.db-shm if present) in the data
folder, or your PostgreSQL database.

Encryption keys The keys folder in the data folder.

Optional invoices, labels, logs and appsettings.Production.json.

Windows: sc stop UniversalConnector

robocopy C:\ProgramData\UniversalConnector D:\backup\ucon-2026-10-20 /E
sc start UniversalConnector

Linux: sudo systemctl stop universalconnector

sudo tar -czf /backup/ucon-$(date +%F).tar.gz -C /var/lib universalconnector
sudo systemctl start universalconnector
Docker: docker stop ucon

docker run --rm -v ucon-data:/data -v /backup:/backup alpine tar -czf /backup/ucon-$(date +
%F).tar.gz -C /data .

docker start ucon

Restore: install the same connector version, stop the service, replace the contents of the data folder
with the backup, fix the file ownership, and start the service. On Windows the keys are protected for
the original machine: after restoring on a different machine, enter the Business Central secret and
the marketplace credentials again once. Keep at least the last 7 daily backups.
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7.5 Upgrade

component e

Connector on Windows Run the new setup program. It stops the service, replaces the
program files (keeping settings and data) and starts the service again.

Connector on Linux Run sudo ./install.sh <new package>; settings and data are kept.
Connector on Docker Start the new image version with the same data volume.

Business Central extension = Online: AppSource updates are applied by Business Central (or
update from Extension Management). On-premises: publish and
synchronise the new version, run the data upgrade, then unpublish
the old version.

Take a backup first. The database is upgraded automatically when the new version starts. When the
release notes say so, upgrade the Business Central extension before the connector; the installed
extension version is shown under Settings = Business Central. To go back to an older version,
restore the backup taken before the upgrade.

7.6 Housekeeping

When Task

Daily Check the dashboard and the orders with errors. Check that the backup
ran.
Before expiry Renew the Entra client secret: create a new secret, enter it under

Settings — Business Central, test, save, then delete the old one.

When asked by the Change the eMAG API password, renew keys or refresh tokens on the
marketplace account's Connection tab.
Quarterly Review the log retention settings and the users list.

After network changes Check that the public IP is still registered with eMAG (and Trendyol
stage).
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8. Security and data

8.1 Users and roles

Web console users are managed by administrators under Settings = Users (Create user, edit,
disable, delete). Each user has one role:

o o

Admin Everything: settings, Business Central connection, users, deleting marketplace
accounts, plus all Operator actions.

Operator Order and return actions, listings, pushes, job runs and intervals, adding and
editing marketplace accounts.

Viewer Read everything; no changes. Suitable for accounting or a monitoring account.

[§) UcoN i FirmaDemo SRL @ BC status T EN 00 MT

Universal Marks

00
oo

Dashboard

Settings

Orders

[

Returns §
General Business Central Users System

@ Products

Users e

Admin: everything. Operator: orders, listings, jobs. Viewer: read-only.

& Marketplaces

Display name Role Enabled Last sign-in
£& Jobs Maria Tudor tyou) Admin Enabled 30 min age P
admin@ucon.local
B Logs
loana Popescu
Operator Enabled
8 Settings {0ana, popescu@example.com P vesterday 7 u
Andrel lonescu :
Viewer Enabled
contabilitate@example.com G days ago 7 o
Radu Dumitrazcu Operator Disabled 22 Jul 2026 |

fost angajat@example.com

Figure 33. Settings: Users

Passwords are stored as one-way hashes. After 5 failed sign-ins within 15 minutes, further attempts
for that e-mail are refused for a while. Sessions end after a period of inactivity.

8.2 Where data and secrets are stored
e Everything the connector stores stays on your server, in its data folder (or your PostgreSQL
database): orders with buyer details, listings, logs, invoice PDFs and shipping labels.

e The Business Central secret or password and all marketplace credentials are encrypted
before they are stored. The encryption keys are in the keys folder; on Windows they are
additionally protected for the service account.

e Secrets are never shown again in the web console and never written to logs.
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¢ In Business Central, marketplace orders and returns are stored in the extension's tables in
your environment.

8.3 What is sent to whom

e

Each marketplace Your offers (SKU, EAN, description, brand, warranty, images, price, stock),
order acknowledgements and status changes, AWB and tracking
numbers, invoice PDFs, return handling. Only to the marketplace
accounts you configure.

Business Central Marketplace orders and returns including the buyer's name, addresses,
phone, e-mail and company details, and AWB numbers.

365vanguard The connector service sends nothing to 365vanguard. In Business Central,
License Manager checks the licence once a day and sends environment
information (tenant and environment, Business Central version, country,
installed 365vanguard apps, number of companies and users). Business
Central also sends technical telemetry about the apps (install, update,
errors) to 365vanguard.

8.4 Network exposure

e The web console uses plain HTTP on port 5080. Keep it on your local network, or put it
behind an HTTPS reverse proxy.

e Only the invoice links (/public/) need to be reachable from the internet, and only for eMAG /
Fashion Days or Trendyol invoice links. Each invoice link contains a long random token.

e The health check (/api/system/health) needs no sign-in and returns only the status.
e All connections to Business Central and the marketplaces use HTTPS with certificate checks.

8.5 Personal data

Orders contain buyers' personal data. In Business Central it is stored on the marketplace orders, the
sales documents, the customers created for buyers, the ship-to addresses (also those of the generic
customer) and the Marketplace Buyers links. To erase a buyer, delete or anonymise their customer
(its buyer links are deleted with it) and their ship-to addresses on the generic customer; posted
documents stay as the law requires. The API call log keeps request and response bodies for the
retention you set (default 30 days, as eMAG requires). Lower Application log retention and API call
log retention under Settings = General if your policy requires, and restrict who can sign in. Old data
is deleted nightly.
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UCON FirmaDemo SRL @ BCstaws Ry EN
Universal Marketplace Connector

MT

98 Dashboard
© onene Settings
Returns
o General Business Central Users System
@ Products
General
© Listings
Marketplaces Instance name *
Firma Demo SRL
f@ Jobs
E Logs Public base URL

https://ucon.firma-demo.ro

The URL under which this connector is reachable from the internet, e.g. https://ucon.company.ro. eMAG does not accept invoice uploads; it fetches the PDF from a link,
s0 this must be reachable by eMAG's servers over HTTPS. The link format is https://ucon.firma-demo.ro/public/invoices/{token}.pdf.

Application log retention (days) AP call log retention (days)
30 30
Older entries are deleted nightly. eMAG recommends keeping 30 days of API calls.

Full product read from Business Central every (minutes)
o]

0 (recommended) reads all items on every product sync, so stock reserved by new
sales orders reaches the marketplaces. For very large catalogues enter e.g. 60: in
between, only items changed in Business Central are read.

Figure 34. Settings: General
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9.1 Status values

Marketplace Order status in Business Central

Pending
Created
Released
Shipped
Invoiced
Error

Cancelled

Received from the connector; no sales order yet.
Sales order created (open).

Sales order released.

Sales shipment posted.

Sales invoice posted.

Creating the sales order failed; see Error Message.

Cancelled by the marketplace; the open sales order was deleted.

Marketplace Return status in Business Central

Pending
Created
Received
Credited

Error

Received from the connector; no return order yet.
Sales return order created.

Return receipt posted.

Sales credit memo posted.

Creating the return order failed; see Error Message.

Web console: order statuses

New, Acknowledged, Prepared, The order's progress on the marketplace.
Shipped, Delivered, Finalized

Cancelled, Returned, Partially The order was cancelled or (partly) returned.

returned

BC status Not sent

Not yet in Business Central (waiting, automatic push off, or
lines not mapped).

BC status Queued Waiting for the next Push orders to BC run.
BC status Sent, Released Sales order created; released.
BC status Shipped, Invoiced Shipment or invoice posted in Business Central.

BC status Error

Business Central refused the order; see the error.
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Web console: other statuses

Return New, Acknowledged, Received, Refused, Cancelled, Finalized.

Listing Draft, Pending validation, Active, Inactive, Rejected, End of life, Error.
Shipment Created, Label ready, In transit, Delivered, Returned, Cancelled, Error.
Job run Running, Succeeded, Partially failed, Failed, Skipped.

Payment method Cash on delivery, Bank transfer, Card online, Credit, Marketplace wallet,
Unknown.

Delivery method = Courier, Locker, Pickup, Fulfilled by marketplace, Unknown.

9.2 Glossary

Account One seller account on one marketplace, set up under Marketplaces.
Acknowledge Confirming to the marketplace that you accept an order.
AWB Air waybill: the courier's consignment number and label.
Connector service The program that runs on your server and moves data between the

marketplaces and Business Central.
Listing A product published on one marketplace account (an offer).

Marketplace Order The record in Business Central that holds a marketplace order before and
after it becomes a sales order.

Public base URL The internet address of your connector, needed for invoice links.

Reference data Categories, VAT rates, couriers and warehouses loaded from a
marketplace.

SKU The seller's product code on the marketplace; by default the item no.

Tenant Your Microsoft Entra tenant; the unit of licensing.

9.3 Frequently asked questions

Do | need the connector service if | use Business Central online?

Yes. The service does the marketplace communication and runs on your own server or container, or
365vanguard hosts it for you (section 3.3). The extension alone does not talk to marketplaces.

Can one installation serve several Business Central companies?

One installation serves one company. For a second company, install a second instance (separate data
folder or container).

Can | connect several accounts of the same marketplace?
Yes, for example eMAG Romania and eMAG Bulgaria, or one ManoMano account per contract.

Does a test installation interfere with production?
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It does if both use the same marketplace account: orders would be imported twice. Use sandbox
marketplace accounts for tests, or keep the test installation's accounts switched off.

What happens if the server is down for a few hours?

Nothing is lost. When the service starts again, the jobs catch up from where they stopped. Watch
marketplace deadlines for acknowledgement and shipping.

Can | post sales orders when the connector is not licensed?

Yes. Standard Business Central is never blocked (section 2.4).

Why is an order not in Business Central yet?

Check its BC status: lines may be Not mapped, the order may be on hold, automatic push may be off,
or the marketplace has not released it yet (unpaid or not yet accepted orders wait).

Can | change the sales order after it was created?

Yes, it is a normal sales order. The marketplace is not updated with your changes; use the order
actions in the web console for status changes.

Which languages does the web console support?

English and Romanian. Choose the language in the top bar.

9.4 Support

For help, contact your 365vanguard partner or 365vanguard through www.365vanguard.com. Have
ready: the connector version (Settings = System), the Business Central extension version, the order
number or job run concerned, and the error message.
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